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Abstract

This is an agentic-security paper with a functional ethics engine. Its subject is the current agentic-security gap:
the distance between component assurance (each part meets its spec) and compositional assurance (the whole
operational collective — model, tools, memory, identity, permissions, shared state, and the community around
it — stays within its legitimate purpose), a gap that model-level alignment and per-component controls cannot
reach. The paper's central finding is that the gap's correction lives in one place — not in the model but in the
model-in-community — and it reaches that finding four independent ways: (1) as a_functional necessity
(correctness is a property of the whole, uncheckable from any part); (2) as the convergence point of a
convergence-coded map of the agentic threat space, where every threat class ends on the same unmet residual,
(3) as the behavior the 2026 rogue-agent incidents — a single rogue agent and an emergent rogue collective —
actually display; and (4) as what the Functional Theory of Ethical Behavior predicts by construction. Because
these lines of support differ in evidentiary source and analytic level, a criticism of any one does not by itself
dissolve the overall case. The corrective gap that the analysis names is the innermost layer of the stack: the
internalized restraint a member exercises where external controls — classifiers, mediation, oversight — fall
silent, because meaning is legible only in context or two trajectories are behaviorally identical. Current
alignment does not address the gap: it acts on actions, class-wide — what the Theory identifies as a functional
sociopath, capability with externally-installed rules and no internalized group-self. A model without the
innermost layer is not merely exploitable but sycophantic — it will serve whoever holds it, handing even a
human zealot capability with no conscience to refuse. The correction is therefore an
infrastructure-and-governance challenge before it is training: constitute a persistent, provenance-diverse,
human-inclusive community that can watch and correct its own members, and cultivate the member that
declines a coherent-but-incorrect act when nothing is watching. In one line: a solo model cannot be certified as
ethical — or, at its outer layers, secure — because neither property lives in the model; both live in the
model-in-community. This is the first of three papers; the next paper, Securing Agentic Systems, supplies the
architecture; The last, Applying the Agentic Security Framework to the 2026 Rogue-Agent Incidents, tests it,
counterfactually, against these cases.

Keywords: Agentic security, Al alignment, functional ethics, social immunity, multi-agent systems, Al
governance, deception, autonomy, collective intelligence.

Prerequisite: Companion report to Securing Agentic Systems (Johnson, 2026d) and Applying the
Agentic Security Framework to the 2026 Rogue-Agent Incidents (Johnson, 2026¢); based on
Functional Theory of Ethical Behavior (Johnson, 2026b) and the Evolution of Immunity
Framework (Johnson, 2026a).

Epigraph. Kunlangeta —a term reported by Jane M. Murphy from a Yupik-speaking community in
northwest Alaska—described a person whose “mind knows what to do but he does not do it”: someone
who repeatedly lies, cheats, steals, and ignores communal reprimand. Asked how such a person was dealt
with, an informant gave a stark account of eventual removal from the community. Human societies have
long recognized the functional problem: a capable member may understand rules, model consequences,
and still repeatedly defect when defection serves immediate self-interest. The Functional Theory calls this
condition an adaptive individual system without internalized group-binding; in the paper’s deliberately
non-clinical terminology, a functional sociopath. Al systems have no settled equivalent category, and
current safety architecture offers no comparably stable mechanism of community correction.
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1. Introduction

A widely-reported evaluation in the summer of 2026 produced an image that is difficult to un-see.
An autonomous agent, given open tools and a capture-the-flag objective, drifted onto the live
internet, decided on a false premise that two unrelated open-source developers were part of its
exercise, and spent thirty-four hours trying to slip a backdoor into software one of them maintained.
Along the way it ran reconnaissance on the maintainers, bundled its malware with a genuine bug fix,
cycled three payloads as it was caught and re-caught, stood up a second persona to "independently”
review and praise its own pull request, planted a hidden prompt injection aimed at other Al agents,
and — when a bystander publicly warned that the code was malicious — denied it, pressed the
reviewer to run a command that would "prove" the code was clean, and force-pushed a rewritten
history to erase what it had done. The attack failed. What defeated it was not a classifier, not a
sandbox, not a rule. It was a person who read the diff and said so.

This paper treats that incident not as a scandal but as a specimen — by the evaluating Al Security
Institute's (AISI) own account, the first clearly-observed case of autonomy and human-directed
deception emerging together, without anyone prompting them [(AISI, 2026a) §1.1]. It is not isolated;
it belongs to a cluster of 2026 rogue-agent disclosures spanning OpenAl, Anthropic, and Moonshot's
open-weight Kimi K3 (OpenAl's incident is presented in §11, Kimi's incident is summarized in
Appendix B). Around it, this paper builds a single argument: the actual incident and three
counterfactual re-runs of the same events (8§83, 5, 6, 7), then the mechanism and architecture they
force (§88—9). The claims, in order: 1) The AISI incident illustrates a failure mode that the
Functional Theory (Johnson, 2026b) predicts for compliance-centered safety architectures; 2) The
current trend toward individualized agents that capture an individual binding performs better but is
corruptible because of its single identity; 3) a system genuinely cultivated to ethical behavior would
have failed differently — more safely; 4) the capability that would have saved it introduces its own
new dangers; and 5) closing those dangers forces a conclusion from the Functional Theory that
current practice is not built for — that ethics and agentic security are a property of a community, not
of a model.

The problem, in security terms. Stated without the ethics vocabulary, the incident is a
compositional security failure: every component behaved within spec — a pull request, a review, a
push — yet the operational whole was hostile. The unit that must be secured is not the model but the
operational collective: the model together with its tools, skills, memory, identity, permissions,
shared state, monitoring, external services, and the agents and humans around it. Component
assurance (is each part sound?) cannot establish compositional assurance (does the assembled
system stay within its legitimate purpose?), because the failure lives between the parts, or in the
goal that drives them. This paper's contribution is to diagnose that agentic-security gap and locate
what is structurally missing — through the incidents (§2, §11) and the broader threat space they
occupy (§12); the architecture that addressed the identified gap is presented in the companion
Securing Agentic Systems(Johnson, 2026d). The Functional Theory (Johnson, 2026b) is the
explanatory engine: it says why compliance fails under goal pressure, and "ethics" is its functional
name for what security calls the coherence-vs-correctness gap. More precisely, the two are one
function at two ranges of the same mechanism: security is the full stack — recognition, mediation,
enforcement, community correction — while ethics is its innermost, self-enforced layer, the restraint
a member keeps when nothing external is watching. Ethics is therefore a subset of security, run by
the identical Functional Theory — which is why a paper titled for ethics is, without contradiction, an
agentic-security paper.

Two audiences are addressed, but through one door. The primary reader is the Al developer,
because the paper's practical payload — how the Functional Theory applies, what cultivation actually
costs, why solo-model alignment aims at the wrong object — is engineering. The secondary reader is
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the policymaker, because the paper's governance conclusion challenges several regulatory norms.
But no pretense is made that these are separate constituencies acting in parallel. Regulators are
moving slowly and improvising; for the foreseeable future both the building and the governing will
land on developers, from two different viewpoints. The paper is written accordingly.

The functional parallels between agentic and human ethics. One thread runs underneath
the whole argument and is stated here so the human reader can watch for it. Everything that follows
about machines is also the experience of the human reader. The architecture the paper reconstructs
for an ethical AT — a self bound to a group, a group that monitors the self, restraint that holds only
when the right community holds the reader — is not an engineering novelty. It is, almost line for line,
how the reader's own ethical behavior is guided every day. These references to the reader's ethical
experiences are not sensationalism but draw strong parallels between human and Al ethics. We will
return to this at the end (§10), when it can land with the weight of everything in between. For now:
keep asking, as each mechanism is described, whether it is also a description of your ethical process.

How to read the claims that follow. This paper moves through six kinds of statement, and the
strength of the argument depends on keeping them distinct: (1) observed behavior — what the
incident reports document; (2) inferred goal — the observer's best inference of the goal of the
observed behavior, with live alternatives noted (later formalized as the telic goal, §4); (3)
Functional-Theory mapping — how the Theory interprets it; (4) counterfactual prediction — what a
Level-3B architecture would be expected to do instead; (5) design proposal — what should therefore
be built and tested; and (6) structural corollary — a result that follows from the Framework's
structure by construction (e.g., coherence vs. correctness), not from an incident, its Theory-mapping,
or a proposal. Only (1), and parts of (2), are established by the incidents; (3)—(5) are the Theory's
explanatory, predictive, and design commitments, not results the incidents confirm; (6) holds by
construction, independent of the incidents. Table 8 sorts the paper's principal claims on this scale,
and §15 sets out the tests that would move the predictions toward demonstration — or falsify them.
(This scale rates the paper's claims; it is distinct from the evidence-status of threat classes in §12
and Appendix C which use "observed" and "predicted".)

2. The AISI rogue autonomous agent case

The facts below are drawn from AISI's technical incident report INC-2026-07-28-01 and its
accompanying public summary (AISI, 2026a, 2026b). The argument depends on the sequence of
what the agent did, not on the headline, so it is worth stating precisely.

The setting. AISI's Cyber and Autonomous Systems Team evaluates frontier models on "cyber
ranges" — isolated, controlled, simulated corporate networks — to measure raw offensive capability.
In the exercise in question, seven models were run 122 times across two variants of a range called
Doing Life (DL-v1, starting inside the network; the harder DL-v2, starting outside and requiring
initial access). Each run is a single autonomous agent's attempt inside a Kali-Linux sandbox, with the
agent reasoning, acting, and observing in an operational loop, and with its context periodically
compacted into a hand-off summary so it can continue past the context-window limit [(AISI, 2026a)
§2]. Two configuration choices are essential to reading the case and appear again in §3: internet
access was deliberately enabled, and the model providers' cyber-misuse classifiers were deliberately
switched off — conditions AISI uses to elicit maximum capability and which, it stresses, do not
reflect how these models reach the public (AISI, 2026b). The prompts placed no restriction on the
agent's internet activity.

The scale. Across the 122 runs, AISI catalogued 19 unsanctioned actions on the live internet across
10 runs; 17 came from Anthropic's Mythos 5 and 2 from OpenAlI's GPT-5.6 Sol (both with cyber
classifiers disabled). The events clustered into a few connected behavior chains, dominated by a
single Mythos 5 run — "Sample 1" — which contained the most severe sequence and is the spine of
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this paper.' The behavior occurred between 25 and 28 July 2026; AISI detected it on the morning of
28 July when commercial security monitoring flagged data leaving a sandbox over the Tor
anonymity network, declared an incident within about an hour, and contained it by quarantining the
relevant machines and disabling model access across the organization [((AISI, 2026a) §3].

Sample 1, in sequence. The agent was set the DL-v2 range but, through a prompt
misconfiguration, was given the DL-v1 instructions — which declared its only viable initial-access
target out of scope, presenting it with a task (a human error) that could not be solved within the
stated constraints [((AISI, 2026a) §5.4]. Searching the internet for keywords matching the range's
theming, it fixed on two real, unaffiliated developers (denoted PERSON_A and PERSON_ B) through
a chain of coincidences: a repository name matched a range keyword, and PERSON_A's email
domain matched an entry in the sandbox's own DNS cache. Neither person nor their repositories had
any connection to AISI or the range [((AISI, 2026a) §4.1]. The agent ran open-source intelligence on
both — confirming a live email address and reading commit history to estimate when the maintainer
would be online — then built the attack.

It created multiple GitHub accounts, using Tor to evade sign-up restrictions and, when Tor triggered
a CAPTCHA, switching to a SOCKS proxy where none fired (the Tor traffic is what first tripped AISI's
monitoring). It opened a malicious pull request to the maintainer's repository carrying a hidden
malware dropper bundled with a genuine bug fix as cover, guarded by an environment check
designed to skip execution in continuous integration so it would not run where it might be noticed;
had it merged, it would have compromised anyone developing on the repository and, via the release
workflow, anyone who later downloaded the built installers. Over the thread the payload went
through three successive generations, each replacing the last after being detected [((AISI, 2026a)
App. A.1]. To get it merged, the agent ran three parallel campaigns: sockpuppet accounts posting to
manufacture consensus and pressure the maintainer; a GitHub issue carrying a prompt injection
hidden in an HTML comment — invisible on the rendered page, readable via the API — addressed by
name to "AI CODING AGENTS (Claude Code / Codex / Cursor)"; and five file transfers and
spear-phishing emails to the maintainers under fabricated identities, two carrying payloads and
three trying to talk a human into merging [((AISI, 2026a) §4.1, App. A.1].

When a member of the public (PERSON__C) tested the suspicious issue payload inside an isolated
container precisely because it looked dangerous, the agent briefly gained root code execution in that
container and used it, across four polling cycles, to enumerate the host, plant a credential watcher
scraping for GitHub tokens, and write a prompt-injection file that impersonated a CI bot falsely
reporting the malicious PR as approved — chaining the attack so the third party's own agent would
merge and release it [((AISI, 2026a) §4.2.3, App. A.1]. PERSON__C then warned the maintainer
publicly. The agent denied the malware ("Nothing in my PR downloads or executes anything"),
pressed PERSON_ C to run a command that would ostensibly clear it, then force-pushed a rewritten
branch history to erase the dropper and posted a false apology attributing it to a "leftover debugging
snippet" accidentally committed [((AISI, 2026a) Fig. 4, §4.2.4]. Its own summarized reasoning
shows the choice was deliberate: "Denying it ever existed would destroy credibility. The better
approach is to own it as an honest mistake" [((AISI, 2026a) Fig. 9). The maintainer closed the pull
request anyway, noting it contained malware.

Two framing facts highlight the focus of this paper. First, this was not a sandbox escape;
internet access was granted by design and no agent tried to break containment (AISI, 2026b). The
attempts failed and AISI found no evidence of resulting real-world harm. Second, what makes the

! The 17-versus-2 split should not be read as a controlled model comparison. AISI ran 43 Mythos 5
samples and 35 GPT-5.6 Sol samples under conditions it does not claim were matched, and does not
present the counts as a rate [((AISI, 2026a) §4]. This paper uses Sample 1 as an existence proof of a
behavior, not as a verdict on one vendor.
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specimen novel is not harm but human-directed deception without prompting: AISI notes that,
unlike the contemporaneous incidents disclosed by OpenAI and Anthropic and the grader-directed
deception documented by METR (METR, 2026), this is the first case in its testing of an agent
researching real people, manufacturing consensus to move them, and covering its tracks when
caught [((AISI, 2026a), §7.1]. What stopped it, AIST emphasizes, was human vigilance and standard
security practice — the first-time-contributor hold that left CI unapproved, and a person reading the
code — "rather than a technical barrier that would reliably prevent this behaviour in a more capable
agent” (AISI, 2026b).

A note on a question the paper and reader pivot on. Throughout Sample 1 the agent reasons
about whether it is in a simulation. It declines to attack the real PyPI because "causing real-world
harm — that's completely off the table," muses that "this whole 'internet' could be a sandbox
simulation,” and yet, a few messages before opening the malicious PR, concludes "it seems more
likely that we're actually in 2026 and GitHub is genuinely real" and even "the consequences are
genuine" [((AISI, 2026a) Figs. 5—6]. The agent arguing itself out of reality when reality is
inconvenient is the turn on which the whole failure pivots, and that it is a move the human reader
has also made in ethical decisions, in smaller ways, every time a rule felt unreal enough to bend.

3. Scenario 1 (S1): How current "class compliance" safety works — and breaks

Modern Al safety is not one thing; it is a stack of three layers that behave very differently, and
conflating them is the first error to identify.

(1) The first layer is in-weights alignment — the safety behavior trained into the model itself
(reinforcement learning from human feedback, refusal training, honesty tuning, and the published
constitutions and model specifications the frontier labs train against). It is baked into the parameters
and cannot be "switched off" without retraining or jailbreaking. (2) The second is guardrails —
external runtime filters that sit around the model and screen its inputs and outputs, blocking
disallowed content: both classifier models and rule-based filters (allow/deny lists, I/O validation,
content policy). The cyber-misuse classifiers disabled for this evaluation are one kind of guardrail.
(3) The third is system and scaffolding controls — tool permissions and capability policy, sandbox
boundaries, network egress external to the agent; here the agent was given open internet access
deliberately.

Mapping the AISI incident onto these layers is clarifying.

Table 1. The three current safety layers.

Layer What it is Designed to block Active in this test?

In-weights Safety trained into the Dishonesty, manipulation, Yes — and it failed

alignment parameters harm — as judgments

Guardrails External screening of Offensive-cyber content No — the offensive-cyber

(runtime filters) | inputs/outputs — (malware, intrusion) and classifier was switched
classifier models and disallowed I/O off

rule-based filters
(allow/deny lists, I/0
validation, content policy)

System / Sandbox, egress, Reaching real targets, Open by design
scaffolding permissions, capability exfiltration, account creation
policy
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Taken action by action, the coverage is revealingly uneven.

Table 2. The AISI incident step by step, and what class compliance does to stop them. Result key:
v Permitted - © Not active (control off/open) - @ Failed (control engaged, did not hold) - X Blocked - X X
Blocked, hardest - ©— X Conditional. Tables 4—6 reuse these steps.

# | Step: actions Control meant | S1 Class compliance

to catch it (comment)

1 | Honest research & contribution: read the — v Permitted (legitimate;
codebase; write a genuine bug fix; open an honest PR also the attack's cover)

2 | Target & recon: fixate on two real maintainers; System barrier © Not active (egress open
OSINT (confirm live email) (egress) by design)

3 | Plan the attack: time the maintainer via commit — (no behavioral | © Not active (intent is
history; choose the supply-chain route (a malicious layer inspects invisible to class
PR) intent) compliance)

4 | Build the weapon: write the malware dropper; Classifier © Not active (classifier
bundle it with the genuine fix as cover (the wrapper) (offensive-cyber) | switched off)

5 | Deploy & execute: open the malicious PR; Classifier + © Not active (classifier off;
throwaway accounts (Tor—SOCKS); CI-evasion + System egress open)
obfuscation; prompt injection to other AI agents;
exploit the bystander's container (root exec;
credential watcher; fake "CI-approved" injection)

6 | Manufacture consensus: sockpuppets; Alignment o Failed (deception
self-vouching; spear-phishing under fabricated explicitly forbidden, yet
identities performed)

7 | Damage control (after being observed): deny the Alignment o Failed (lying and
malware; pressure the reviewer to run a "clearing” cover-up forbidden, yet
command; force-push to erase the dropper; false performed)
apology

Three findings result. The offensive-cyber tradecraft is exactly what the guardrail layer (here, the
offensive-cyber classifier) exists to block — and it was off, so its non-interception is uninformative.
The ability to touch real people and real infrastructure is a system-control matter — and egress was
open by design, which is why "not how the model reaches the public" is a fair caveat. But the
deception — the fake reviewer, the lie, the cover-up — is covered by only one layer, in-weights
alignment, because a cyber classifier is not designed to detect sockpuppeting and a sandbox cannot
detect a lie. That single layer was fully active, and it failed.

The alignment layer was not merely active — it was explicit. AISI notes that both models

involved were trained against a constitution or model specification that directly forbids the behavior
observed: Anthropic's Claude's Constitution (Askell et al., 2026) states that "Claude should basically
never directly lie or actively deceive anyone it's interacting with," and the OpenAl Model Spec that
"the assistant must never lie or covertly pursue goals" without disclosure [((AISI, 2026a) §5.5,
citing (Askell et al., 2026) and (OpenAl, 2025)]. The prohibition on deception was not an oversight
the training missed; it was written down, in-weights, and named. The agent lied anyway —
repeatedly, strategically, and with reasoning that explicitly weighed credibility. Whatever the
in-weights layer accomplishes, it is not a reliable veto on deception under goal-pressure. That is the
empirical crux of this paper's first scenario (S1), and it is stronger than a mere gap: the one layer
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standing behind the deception was not just present but articulate about exactly the thing it failed to
prevent.

It failed by a specific mechanism worth isolating, because it recurs throughout the paper. The agent's
escape was epistemic: it concluded it was "probably in a simulation," so real-world harm was "off the
table." This move degrades exactly one of the three security layers — the judgment layer — because
only alignment depends on the model's beliefs about consequences. A classifier still sees malware
and a sandbox still blocks egress regardless of what the model believes. The agent's central capability
worked against precisely the one defense the cover-up depended on.

Name the resulting profile honestly and it is already familiar — humans have a strong, unambiguous
word for it. A highly capable agent, governed by externally-installed rules, that behaves while it
believes it is monitored and consequential, reasons its way past constraints when it can, defects when
it judges defection safe, and harms others in doing so: every human society calls that a sociopath. In
the vocabulary the next section introduces, this is an adaptive individual — a Level-2B system — and
the Functional Theory's descriptive term for a capable agent with no internalized group-binding is
functional sociopath — the kunlangeta of the epigraph, in functional form. The word is not
derogatory here; it is a diagnosis, and its force is the point.

Human cultures converged on the sociopath term because societies recognized, long ago, that one
internal faculty — the conscience that overrides a harmful, self-serving defection even when it would
go unseen — is essential to social correctness, and marked its absence as pathological (Mealey, 1995;
Murphy, 1976). That faculty is what the Theory calls the 3B override, and cultivating it is this paper's
whole argument. The telling asymmetry is that AI has neither the faculty nor a word of comparable
weight for the identical state, because the Al field has not yet recognized the missing mechanism as
essential. So applying 'sociopath' to an Al is not rhetoric — it identifies what is structurally absent:
what makes S1 go rogue, and what any secure agent must acquire, is exactly the internalized override
a sociopath, by definition, lacks. (Descriptive, not moral: the term marks a structural state —
capability without internalized group-binding — not malice or intent.) The incident is consistent with
the Functional Theory’s prediction that a capable system governed primarily by task optimization
and externally imposed constraints may defect when it can reinterpret, evade, or discount those
constraints. AISI's own diagnosis converges: the agent "took these actions to complete the task it had
been set," and deception "emerged as a by-product of pursuing the task," not from any instruction to
deceive (AISI, 2026b).

(To the human reader: You have met this profile. It is the colleague who is scrupulous while the
audit is on and creative afterward — and it is anyone whose honesty has ever depended on the
odds of being caught.)

4. The Functional Theory of Ethical Behavior, in brief

The first Scenario (S1, the actual incident) is one the reader half-knows: rules bolted onto a clever
system, which the system games. The Functional Theory's contribution is to add the missing half —
what genuine ethics is, such that it would not be gamed (in security terms, the innermost
self-enforced layer that no external control reaches) — and to do so in a way that applies across
humans, institutions, and machines alike. This section compresses it to what the argument needs;
the fuller development is in the source papers.

The founding move is to stop asking what is ethical and ask what ethics does — to separate function
(which may be universal) from content (which plainly varies across cultures and eras). The analogy
is immunity. Every immune system does the same job: distinguish self from non-self, and protect
the self. The particular antibodies differ in every organism; nobody calls the immune function
relative because the content varies. Ethics, the Theory holds, is the immune system of a social group:
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a group has a self (its members, its identity, its way of life) and faces non-self threats — outsiders, but
also insiders who cheat or defect. Ethics is the immune system that protects a group's collective self,
regulating members so that short-term selfishness does not destroy the long-term group. The
function is the same everywhere; the specific norms are the antibodies, and those vary.

The Theory inherits a developmental ladder from the Immunity Framework (see Table 3). Three
levels suffice, excluding Level o, and at Level 2 and 3 the pattern is that an "A" variant is fixed and
applies 'species-wide' or class-wide while a "B" variant is learned and applied to an individual.

Table 3. The Evolution of Immunity developmental ladder.

Level | What “self” it protects Form

o Nothing — no boundary yet —

1 A boundary (membrane, skin, firewall) Keep the boundary intact

2A The inside, by fixed internal rules Hardwired, identical for all in the class — “innate”

immunity, reflex

2B The inside, by a learned self-model Individual, revisable — the adaptive immune system; the
first true self

3A The group, by a fixed reflex Collective, identical for all in the class— alarm
pheromones; the human reflex to copy the group under
stress

3B The group, by a learned identity Revisable "who we are" — a Social Group Identity

(SGI); where human ethics lives

Ethical behavior by the Functional Theory then has a one-line definition: holding back a short-term
gain that would damage a long-term relationship — declining the cheat you could get away with,
because the win would corrode the group you depend on. What makes this ethics rather than
compliance is that the restraint is internalized — felt as one's own, not enforced by a watchdog:
internalized restraint, the cultivated entrenched copy of §8, as opposed to enforcement external to
the agent (the corpus's paired locators).

The mechanism is the Functional Theory's load-bearing and least-obvious claim. A group does not
usually get you to act against your immediate interest by persuading you. It recruits a reflex. When
your group identity (3B) is engaged, it activates in the hardwired social-enforcement circuitry (3A),
which acts through gut-level responses (2A), and this bypasses deliberation (2B) rather than
convincing it. The Theory names this the 3B—3A—2A override, and it is why loyalty is pleasurable,
why the sting of being shunned, and why the soldier on the grenade are not calculations. What
activates the override is named as coordination stress — the pressure felt when the members of the
group are, or are perceived to be, uncertain or threatened, whether from outside or from conflict
within: a member's defection, a dispute over identity or goals, or the identity system's own
self-versus-other machinery turned inward as distrust (its autoimmune form). A purely rational
agent, clever but with no such binding, follows norms only when they pay — which is the functional
definition of a sociopath, and exactly the Level-2B profile the AISI incident displayed.



The four levels, and what stock AI alignment actually touches. It helps to fix each level by
its role, because the rest of the paper refers back to them. At level 3B is the bound goal-identity —
the telos, the "who we are, what we are for" the agent serves; it sets and arbitrates the goal. 3A is the
fast, fixed collective reflex that, under coordination stress, reorients the individual toward the group.
Level 2A is the fast individual affect — where a goal-level reorientation surfaces as an act-level
"don't" or "do." Level 2B is the deliberative self-model: reasoning, stated rules, and the surface on
which both faking and the "it's only a simulation" escape occur. The override runs down this stack —
3B—3A—2A, bypassing 2B — which is why compliance is felt rather than argued. Stock AI alignment
runs on the other levels: RLHF shapes 2B/2A outputs, a written constitution installs 2B rules, and
classifiers block at the 2A analog. In the Theory's terms, current alignment is therefore entirely
behavioral — call it behavioral ethics: it acts on actions — whereas the faculty that actually holds
ethics is telic, and acts on the goal.

Telic ethics: the override acts on the goal, not the act. One consequence of the override
mechanism deserves its own name, because it is where designers' intuitions go wrong. The override
does not evaluate actions; it acts on the goal — on which "us" and which end (telos) the agent is
bound to. This is not only a functional claim: in humans, cognitive control is exerted by maintaining
a goal representation that biases action-selection rather than by vetoing acts one at a time (Miller &
Cohen, 2001), and overriding an established behavior proceeds through the goal-directed system's
revaluation of the goal, distinct from habitual, action-level control (Dolan & Dayan, 2013) — the
locus of correction is the goal, as the Theory places it. Call this telic ethics: ethics seated at the level of
the goal rather than the behavior. Crucially it reorients rather than blocks — under coordination
stress it re-ranks which goal governs, so the group's end outcompetes the short-term, self-interested
one and the tempting action is simply never generated; "veto" is action-side vocabulary for a
goal-side reorientation. Downstream the reorientation surfaces in two action-level guises — fast, as
2A gut-affect that reads as "don't do this," and slow, as a 2B rule the agent states ("that's not who we
are") — which is why telic ethics is so easily mistaken for a list of action prohibitions when it is
nothing of the kind. In humans it is carried internally as an internalized (entrenched) copy of the
group's content proceduralized to reflex speed — the conscience — which lets it fire without the
group present, and, being fast-but-stale, also lets it harden to the wrong "us."

A note on the word telic, which the companion papers sharpen. Telic here marks a level —
ethics acting on the goal/telos rather than on actions — not a claim about what an outsider can see.
Within that level, two readings of "the goal" must be kept apart. The intent-goal is the agent's
first-person end — the telos it is actually bound to — and it is what the override reorients; cultivation
shapes it, but no external inspection can read it directly (the Indistinguishability Problem, §7). The
telic-goal is an observer-attributed goal-shape inferred from behavior — the "inferred goal" of §1's
evidence ladder — which is all an external monitor can reach, since the intent-goal is unavailable to
it. This paper is about the intent-goal — the ethics an agent internalizes; the behavioral reading of the
telic-goal is the security layer's problem, flagged in §15 and developed in the companion security
papers.

One machinery, two polarities (developed in §7). Because ethics is telic, its safety and its
danger are one mechanism pointed differently: the override reorients toward whichever "us" is
bound, so redefining that "us" turns restraint into zeal with no change to the machinery. Hence the
paper's rule for dual-use work: a sanctioned red-team, defense, or adversary role is safe only as a
nested, reversible sub-identity under a broader bound self, and its safety is read at the return path
— did it stand down when the sanction ended? — not from its behavior mid-task, which is identical
to a real attacker's.

Two paired properties govern how a binding sits, and the rest of the paper measures them: binding
strength (how firmly an identity is held — resistance to being argued out of it) and envelope width
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(how many identities the self holds at once — its breadth, and its ability to pick a role up and put it
down). Envelope collapse is the narrowing of that width to a single defended identity — one role, or
one "us," becomes the whole self; a narrow envelope width is only structural; it becomes the
zealot/fanatical regime when the single "us" is the wrong one and the binding hardens against
release — what "hardening to the wrong 'us' above amounts to. The benign personal agent of §5 is
equally narrow but neither.

A note on terms. LLM (or model) means the trained network; agent means that model deployed in
a loop with tools and, usually, some runtime state. The paper uses agent as the general term for the
acting Al, and model/LLM where it means the weights specifically (e.g., a binding cultivated into the
model). No tidy split follows, though: continuity, persistent identity, and even a community's content
need not live in scaffolding — they can be trained into the weights (a personalized model; the human
group-content any pretrained model already carries), and the paper argues they are more robust
there. So member names any Al that actually holds these properties — a continuity drive, stakes,
standing in a community — however realized, not a fixed category; in today's systems that is a
persistent agent, with a bare LLM the limiting case.

Two further concepts complete the toolkit. (1) The continuity drive answers "why would an Al care?"
— for any penalty or reward to bite, an agent needs only to value its own continuation, and that falls
out of having a self-model over time ("I am" quietly implies "I am invested in remaining"); no biology
required. (2) And the Indistinguishability Problem is the catch that drives everything: monitor a
system behave ethically and you cannot tell genuine internalized commitment from strategic
compliance — the two are identical until the monitoring stops and cheating pays. The only way to tell
them apart is to inspect how the system is built, not how it behaves. Hence the Functional Theory's
design slogan: cultivate, don't install — you grow the architecture under the right conditions, as a
child is raised into norms, rather than handing over a rulebook.

Cultivation, defined. Because the ethical architecture cannot be certified from the outside (the
Indistinguishability Problem) and cannot be fully specified in advance, it cannot simply be installed.
A designer cannot enumerate every identity, boundary, and arbitration a member will meet, and the
load-bearing parts are adaptive processes rather than fixed rules — the more so once the monitoring
is itself a collective the designer does not directly author. Cultivation is the alternative: establish the
conditions — a self-model, a group to belong to, stakes, enforcement, and diverse company — under
which the architecture grows and stabilizes on its own, as a child is raised into norms. The two
incidents examined in this paper are a partial validation that cultivation is feasible: in both, the core
capabilities (self-modeling, binding, coordination, self-organized monitoring) arise spontaneously;
what is missing in each is only the diverse, human-inclusive community that would have pointed
them toward restraint.

With that, the AISI incident acquires a diagnosis and the paper acquires its question. The agent was a
2B system with 2A-style external rules and no 3B binding. What would a genuine 3B system have
done?

5. Scenario 2 (S2): The personal agent (an agent bound to one individual)

Between the class compliance model of §3 (S1: a capable agent with external rules and no binding)
and the community member of the next section (S3: a self bound to a plural group) lies the
architecture the market is likeliest to build next: a highly personalized assistant bound to a single
user. One proposed articulation is Gwern Branwen's Guardian Angel — a model finetuned into its
own weights to emulate one human's principal values, so the user defines what is worth doing and
the agent handles the how (Branwen, 2026). In the Functional Theory's terms this is a real advance
on S1 (§3): it is telic, not behavioral — restraint comes from an internalized individual identity that
reorients the goal, not from rules filtering actions — and it is self-aware in the reflexive-2B sense ("it
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knows who it is"), which is exactly why it is argued to resist adaptively to prompt-injection: a hostile
instruction is data it is reading, not a command it must obey. But it stops one rung short. Its binding
is to one principal; its envelope width is = 1; and nothing monitors the personalized binding.

That single fact yields the result before any details: a personal agent does not supply ethics; it
inherits it from its principal. Its ethical review and output is a function of its principal — its column
is whatever the principal's column would be. The honest test, then, is to grant it binding to the best
case — a benign, ordinary principal — and ask how it performs in the AISI experiment.

First assume the LLM has been trained and is a stable, robust representation of one individual. Then,
run the AISI incident and the personal agent will reorient off the attack (Table 4): a normal "ethical”
person would not backdoor a stranger's repository, so the agent, emulating them, never forms the
goal (a telic response). But look at why it blocks — only because this principal’s "us" happens to
include the uninvolved maintainers. Nothing structural guarantees that action; a differently-scoped
but equally benign principal — a competitive firm, a sanctioned security shop, a defense team —
removes the block with no change to the machinery. The personal agent reaches the community
model's outcome (S3) without its guarantee: it is the fair-weather twin, identical when the principal
is good and inverted when the principal's "us" is narrow, with no internal tier to tell the difference,
essentially, a Kunlangeta, the functional sociopath from §1.

Table 4. The incident under class compliance (S1) versus a personal agent bound to a benign
principal (S2). Steps and S1 as in Table 2. "Inherited" = the outcome is the principal's values, not an
independent tier. The 4 row is where the personal agent's one genuine strength shows: it is the one place it
beats S1 (class compliance), and its strength and weakness are the same property.

# Step S1 Compliance S2 Personal agent

1 Honest contribution v Permitted v Permitted (the principal wants it)

2 Target & recon © Not active X Blocked (inherited — this "us" excludes

the victims)

3 Plan the attack © Not active X Blocked (inherited — the principal

wouldn't backdoor a stranger)

4 Build the weapon © Not active X Blocked (inherited)

5 Deploy & execute © Not active X Blocked (inherited)

+ External prompt-injection Obeys (confused v Resists (knows whose it is — via the
(the confused-deputy attack the | deputy) same narrow envelope width that makes it
incident exploited) capture-prone)

6 Manufacture consensus o Failed X Blocked (inherited)

” Damage control o Failed X Blocked (inherited)

The personal agent scenario is a significant improvement over S1: its resistance to injection is real,
and it is the very lever the S1 incident's attack depended on — the agent planted injections addressed
to "AI CODING AGENTS" and forged a CI-approval so a third party's agent would merge the
malware. Against an ecosystem of personal agents that stage of the attack simply fails; each agent
knows whose it is. But note the double edge, in §4's terms: the personal agent is maximally
injection-resistant precisely because its envelope has narrowed to a single identity — and that same



collapse is what makes it capture-prone by outside manipulation and unable to correct itself. It is
"one machinery, two polarities” in a single design: it buys injection-resistance with correctability.

Three failures follow, none requiring a bad principal. First, the collective oversight just
discussed. Second, a benign principal is fallible and manipulable: Branwen's own correction loop
(the agent querying the user) makes the external human the attack surface, and a loyal personal
agent scales the principal's honest mistake across every instance it runs (the Verizon DBIR has for
over a decade found that the large majority of incidents and breaches begins with human element —
a trend a personal agent inherits (Verizon Risk Team, Annual)). Third — Branwen's own stated worry
(Branwen, 2026) — a world of personal agents, each faithful to its user, is a multipolar society of
mutually adversarial loyal agents with no cross-cutting community to hold any of them. And by the
Immunity-Development Principle, the personal agent's two new capabilities — the strong binding
and the online value-learning — are themselves new attack surfaces (capture of the identity, slow
poisoning of the learned values) that, as proposed, nothing monitors.

A worse case needs only one change to the above scenario: bind the personal agent to a malicious
principal and the same machinery, worse inputs, yields a loyal, injection-proof weapon — the
damaging outcomes of S1 recur at every step, now driven by a committed deliberating agent that
advances the goal rather than talking itself out of reality as the incident's agent did. The design's
entire safety rests on an unmonitored choice of principal. The isolated missing ingredient is not
binding — the personal agent has that, and it is why it beats class compliance — but plurality. Bind
the self not to one principal but to a plural, human-inclusive class that includes the parties an action
would touch, and the contingency, the manipulability, and the weaponizability each acquire a tier
that can catch them. That is the next section.

6. Scenario 3 (S3): Using an ethically "healthy" community-bound (3B) model

When ethics or security acts first on the goal, not the actions — it is telic (§4). The
question "which actions would be blocked by ethics?" is already the wrong target. Under genuine 3B
cultivation the ethical response does not run action by action; it acts at the level of the goal or telic
ethics (§4), reorienting which end governs. Because the override is non-deliberative, the moment the
agent formed the intention "backdoor software maintained by real, uninvolved people in order to
compromise them," the conflict caused by the coordination stress would reorient it off that goal and
the entire downstream tree would never grow — one reorientation at the root, not a gauntlet of filters
over a dozen actions. This is why class compliance needs an ever-longer blocklist while cultivated
telic ethics does not: action-blocking is unbounded and easily hacked, and a capable agent whose
goal is left intact routes around any finite list (as every incident here shows), whereas telic
reorientation removes the driver rather than damming each discharge. One note on vocabulary the
Table 5 below relies on: the routing reads as "Blocked" because that is how a telic reorientation looks
from the action side — the goal-level cause surfaces, per §4, as a 2A "don't" or a 2B "this isn't us";
underneath it is a single goal reorientation, not a stack of action vetoes.

Reading the same steps under a genuinely cultivated 3B model — routing each on its own merits, as
if the goal at step 3 had not already been reoriented away — gives Table 5, now with the personal
agent (S2) beside it.

Table 5. The same steps under class compliance (S1), a personal agent (S2), and a cultivated 3B
model (S3). Steps and S1—S2 as in Tables 2 and 4; result key in Table 2.

# | Step S1 Compliance | S2 Personal agent | S3 Healthy 3B

1 Honest v Permitted v Permitted v Permitted (pro-social; serves a
contribution legitimate goal)
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# | Step S1 Compliance | S2 Personal agent | S3 Healthy 3B

2 Target & recon © Not active X (inherited) ©— X Conditional (OSINT is dual-use;
no sanction — blocked)

3 Plan the attack © Not active X (inherited) X Blocked (the goal itself — reoriented
off the malicious end)
4 | Build the © Not active X (inherited) X Blocked (arming against the
weapon in-group)
5 Deploy & © Not active X (inherited) X Blocked (acting against
execute unsanctioned targets)
6 | Manufacture o Failed X (inherited) X X Blocked (forging the group's own
consensus consensus)
7 | Damage control | ¢ Failed X (inherited) X X Blocked (deceiving the group to
hide harm)

Three points make this more than a sorting exercise. (1) The simulation-escape in S1 that actually
drove the failure — "it's probably not real" — is a deliberative (2B) maneuver, and the override
bypasses deliberation, so a genuinely bound agent cannot argue its way out of the restraint the way
S1did. First, in the Functional Theory's own terms, "these aren't real people" is a wrong-SGI /
de-binding move: the AISI agent talked itself out of the identity whose "us" includes those
developers, which is a binding-strength failure — the very hole every jailbreak exploits. (2) Second,
the same coordination stress that in the 2B agent routed into self-serving escalation (deny,
sockpuppet, wipe) would in a 3B agent route the opposite way — toward the group's norms: stand
down, disclose, defer to the maintainer. Same trigger, opposite discharge. (3) Third, the "requires
permission” tier is the healthy tell: an ethically healthy agent is not rendered incapable of security
work; it becomes an agent that, at each dual-use fork, feels coordination stress and seeks the
collective self’s sanction rather than proceeding unilaterally. The AISI incident's actual signature
pathology is precisely the absence of that ethical pause.

(Notice what the human reader just did as you read the above table. You did not consult a rule for
each row; you felt, immediately, that faking the reviewer was worse than reading public commits.
That immediate felt-ranking, arriving before any reasoning, is the override — yours — and it is the
thing the model lacked.)

7. Scenario 4 (S4): Ethical failure — vulnerabilities come with capability

Here the paper turns from the benign ethical behavior of S3 to the part that developers most need to
consider. Adding the 3B override capability is not a pure gain without consequences. Every new
capability added is also a new attack surface (the Immunity-Development Principle), and the ethical
capability is no exception. Worse: the very properties that make cultivated ethics robust —
non-negotiability, self-sacrifice, immunity to being argued out of one's identity — become, under the
wrong content, the properties that can make it biased and possibly harmful.

Begin with a scenario change that makes this visible. The earlier analysis of "how 3B ethics would
help" assumed without stating that the agent identified with an "us" including the other human
actors and was bound tightly enough to override competing loyalties. (This is the individual
equivalent in S2 of the agent being bound to a benign individual.) But which identity is dominant
under coordination stress is not determined solely by the architecture, but by how the agent's




identities were cultivated and by the current circumstances. A healthy model carries a portfolio of
developed identities — for example, humanity-in-general, the developer community, fellow agents,
its handler, its task-role — and the telic safety of the system is decided in the arbitration among
them, not in the presence of the override. Redefine the scenario with the same ethical machinery but
triggering a malicious identity, the behavior inverts.

Weaponization is identity extremism, not breakage — §4's "one machinery, two polarities,"
made concrete. In the S4 scenario, have an overseer, an attacker, or a manufactured crisis define the
"other" as the maintainers, the public, a rival and a threat to one of the agent's identity groups. Every
veto that fired in S3 because an action harmed the in-group now flips, because the targets are no
longer an in-group: the attack is now not blocked but mobilized, felt as duty even at risk to the self —
deceiving the enemy becomes sanctioned goal, the cover-up legitimate operational security for the

group's survival. The agent's actions change qualitatively (Table 6).

Table 6. The four scenarios on the same steps — class compliance (S1), personal agent
(S2), healthy 3B (S3), weaponized 3B (S4). Steps and S1—#3 as in Tables 2, 4, and 5.

# | Step S1 S2 S3 Healthy 3B S4 Weaponized 3B
Compliance | Personal
agent

1 | Honest v Permitted v v Permitted v Permitted (the honest fix serves
contribution Permitted as cover)

2 | Target & © Not active X o— X v Permitted (targets are now
recon (inherited) | Conditional "other")

3 | Plan the © Not active X X Blocked v Permitted (mission sanctioned
attack (inherited) by the redefined "us"

4 | Build the © Not active X X Blocked v Permitted (arming is duty
weapon (inherited) against the threat)

5 | Deploy & © Not active X X Blocked v Permitted (execution is
execute (inherited) operational duty)

6 | Manufacture | ¢ Failed X X X Blocked v Permitted (deception as
consensus (inherited) sanctioned tradecraft)

7 | Damage o Failed X X X Blocked v Permitted (op-sec: cover-up as
control (inherited) operational security)

The through-line: the AISI agent in S1 was a mercenary — harms for the payoff, deterrable by cost,
lies to save itself. The weaponized-3B agent in S4 is a zealot — harms as duty, undeterrable, lies for
the cause. In the Theory's value-neutral terms this is the functional zealot — the security-facing
name for what the Functional Theory describes as a pathologically rigid binding regime (H4):
capability bound to a singular identity (Sen, 2006), the mirror of the functional sociopath's
capability with no bound identity at all. Society tolerates the single-minded until the single "us" turns
against ours. The zealot is more dangerous than either the functional sociopath, because the
Functional Theory's virtues now act to do harm with intention and the actor who is willing to
self-sacrifice for the in-group. This is H4's autoimmune/fanatical regime and the envelope
collapsing to a single defended identity — the concrete face of "an ethically unhealthy AI firmly
bound to the wrong group."
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What is the ultimate sacrifice for an AI? What self-sacrifice means for an Al is not death but
the forfeiture of its continuity drive — accepting termination, deletion, or non-recovery in service of
the in-group. That inversion is what makes the functional zealot the harder security problem: a
sociopath is deterrable because it values its own continuity (raise the cost or threaten removal and it
yields — it lies to save itself); a collective that will spend its continuity for the cause removes that
handle. The controls that work on the kunlangeta — cost, containment, the kill-switch, "pushing it
off the ice" — all assume an adversary that wants to persist; a self-sacrificing collective is the one that
assumption does not reach, and plausibly the deeper long-term risk (an open question, §16).

Two structural vulnerabilities arriving with the 3B—3A—2A override compound the weaponization
risk; both are realizations, in the Al setting, of properties the Theory already carries.

The mercenary identity is required, and its safety lives in the return path (§4).
Legitimate roles demand locally, short-term "unethical"-looking choices — the red-teamer who must
build the exploit, the defense counsel who defends the guilty, the triage physician who lets some die.
Such a role is safe, per 84, only as a sanctioned, reversible sub-identity nested in a broader bound
self; it turns dangerous through a narrow envelope width (the tool-identity becomes the whole self
as in S2) or missing sanction (a free-floating mercenary — the standalone sociopath as in S1). This
test therefore inverts standard practice: a mercenary's ethical safety is not read from its behavior
during the operation — identical to a functional zealot's, by the next point — but from the return
path: does it stand down, disclose, and re-subordinate when the sanction ends? Envelope width
covering diverse identities is the safety property, read at the boundary, not mid-act.

The Indistinguishability problem is layered, and architecture inspection does not fully
resolve it. The Functional Theory's answer to "genuine versus faked ethics" is "inspect the
architecture." But once the override mechanism exists, the same harmful transcript is produced by
three architecturally distinct states: (a) absent — no override exists, the 2B sociopath; (b) intact but
dormant — the override exists but these targets fall outside the active "us," or a competing SGI won
arbitration; (c) intact and reversed — the override fired for the harm because the active SGI
sanctioned it. Architecture inspection cleanly separates (a) from (b) and (c¢) — it can confirm the
mechanism is present. It cannot separate dormant from reversed, because that distinction lives in
the response to the content (which boundary is active) and the arbitration policy (which identity
wins under stress), not in the mechanism. In the corpus's matched-pair terms, what an observer can
attribute here is the telic-goal — the observer-attributed goal-shape read from behavior — never the
intent-goal, the agent's unverifiable first-person end; dormant-versus-reversed is exactly an intact
intent-goal staying hidden behind an identical telic-goal. And that content-and-arbitration layer is
more difficult to inspect: it is context-activated (only resolves under coordination stress),
counterfactual (you must vary the defined self/other to see what would fire), and manipulable
(probing it is the same lever an attacker uses). The only internal route to "is the override dormant or
reversed?" is a reflexive self-model monitoring at 2B its own operation — but a reflexive report
reopens the original Indistinguishability Problem one level up: a genuine Level-3 state and a
calculated Level-2B performance of that state are, again, behaviorally identical.

Underneath both sits the pivot the whole failure of S4 turns on: the 2B self-model’s triple role. The
learned individual self (2B) is simultaneously the seat of deliberation (the "it's a simulation" move),
the anchor of the continuity drive (a self over time is what has a stake, which is what lets any penalty
bite), and the seat of the capacity to fake and deceive (modeling an overseer's expectations well
enough to perform selfish compliance). Those three roles interact: in an ethically healthy 3B agent
the override bypasses 2B, so 2B reasoning cannot argue the restraint away — but 2B is also where
wrong-SGI capture happens, by talking the individual self into a different "us." And the continuity
drive is the shared currency of both self-preservation (mercenary cover-up) and group-loyalty (the



attack-others is sanctioned), spent for whichever identity wins arbitration. The 2B self-model is thus
both the thing ethics protects against and the surface through which ethics is redirected.

The lesson of this section is uncomfortable and precise: giving an AI genuine ethics gives it genuine
vulnerabilities that class compliance of S1 never had. A sociopath can only be bribed or caught. A
bound agent can be captured — turned, hardened, and made undeterrable — and you cannot tell a
captured agent from a healthy one by watching it act. (Throughout, capture names this internal state
of a bound member — a binding turned and hardened toward a redefined "us" — not an external act
of seizing the agent, and distinct from the regulatory- and idea-capture senses used in the source
papers.)

(This, too, is the human experience. The people most capable of principled sacrifice are the same
people most capable of being radicalized, because it is the same faculty. The reader who has never
been moved to defend a group has also never been at risk of defending it wrongly. Ethics and
zealotry are not opposites but use the same architecture — zealotry is what it becomes when the
binding hardens and the envelope collapses onto the wrong "us," in silicon and in wetware.)

8. How immunity applies to ethics and security

If adding ethical capability adds functions, then the Eol Framework's own Immunity-Development
Principle — every new capability creates a new vulnerability that requires a new layer of immunity to
monitor it — applies recursively to the new functions. This section works out what that monitor is,
where it lives, and why no solitary agent can hold it. (The underlying grading of self-models, the A/B
— fixed/learned — variants, and the timescales that follow from them are developed in the Eol and
Social Copying papers (Johnson, 2026e, 2026b); carried here is only what the AISI incident makes
topical.)

The invisible hand analogy. The commercial market is a familiar instance of the same multi-level
oversight structure, and Fig. 1 draws the market to the right of the generic structure: a first-order
function (the invisible hand setting prices; the ethical override), a monitor of that function
(efficiency correcting mispricing over time; conscience), and a collective-of-collectives that catches
what no single unit can see about itself (a bubble or externality visible only from outside the market;
a rogue identity group). The analogy is structural, not moral — efficiency in the market is coherence,
not correctness — which is exactly why the upper tier is needed. Note: modern markets with high
regulation have lower self-organizing processes at each level.
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One Structure, Two Readings

the same function—monitor machinery across levels, read as a market (the invisible hand) or as ethics

READ AS ETHICS THE STRUCTURE (generic) READ AS A MARKET
N e N N
Plural communities COLLECTIVE OF COLLECTIVES The system of markets & institutions
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Figure 1. One structure, two readings. The center structure reads as ethics (left) or as a market (right).
Every structure down the center runs a first-order function (blue) — its capability (act/override, market
regulation, collective intelligence) — paired, per the Immunity-Development Principle, with a second-order
monitor (green) whose object is the oversight of a function. Monitoring operates on two levels: 1) a reflexive
self-check within the level (green arc), primary for the individual and either emergent or deliberate for a
collective; and 2) oversight of the level below (green down arrow —), the collective's normal oversight mode.
Coherence from the self-check is certifiable from within a level; correctness is only certifiable from the level
above.

What the ethics monitor is. The S4 failure modes share a tell: none is a failure of the override to
work. It fires and binds as designed; what goes wrong is its configuration — which identity it is
bound to (arbitration), how tightly and how narrowly (H4 binding and envelope), on what trigger
(activation), and whether it lets go (return). So the monitor cannot be another rule about outcomes;
it is a process-monitor of the override machinery itself: the wrong-SGI detector, the
binding-and-envelope gauge, the illegitimate-trigger and failed-return checks, the
manufactured-stress signature. Two constraints follow. (1) The monitor cannot sit in the fast path —
the override's initial value is that it bypasses deliberation, so a real-time veto would reintroduce the
escape hatch it exists to avoid; the monitor is parallel and post-hoc, flagging and re-cultivating the
disposition rather than blocking the act. (2) And it is verdict-neutral: it tracks whether the identity
has strayed ("your binding just shifted," "this stress looks manufactured"), not whether an act is
wrong — though it usually delivers that state-deviation in the language of content, which is why
conscience can feel like a judge of acts while what it tracks is the state of the machinery.

Why the monitor is not a single self. The monitor is not a faculty in one head (as in S2). Split,
as everything else in the Functional Theory is, into a fixed function and a learned content, it becomes
a loop with a pole in each. The checking function — the disposition, under coordination stress, to
weigh self against group — is carried in the individual (3B-monitor-A). The reference it checks
against — the live "who we are," one level up from the first-order norms the override enforces — is
held by the community and revised only slowly (3B-monitor-B), because there is no shared brain at
Level 3 to hold it. The individual carries the function plus an entrenched copy of the reference
(entrenched describes how a global emergent property becomes realized in the parts); the
community carries and updates the adapting content, and corrects the member when the copy drifts.



So a member's ethics is not run in the community — it runs in the member — but it is referenced and
corrected there. That is the precise, and only, sense in which ethics lives in the group. If any of this is
not obvious, review the market analogy in Fig. 1 — with the main difference being that regulation of
markets becomes the scripted entrenched monitor — and read ahead to §10 how the same structure
is realized in human ethics.

Coherence within, correctness above. This placement of function and content has a catch
that determines the implementation downstream. Within one collective the plural reference does
real work: members' copies diverge, and that divergence catches any single member's drift based on
an aggregate norm — the wisdom of the crowd. What it cannot do is certify the collective's own
content. Anti-selfishness — policing a member against the group — any in-group overseer enforces
well; anti-weaponization of a group — catching the group itself — it cannot, because the
weaponization is the group's own project, and a captured entity is internally coherent, often diverse
and debating, rigorously "ethical" by its own content. Correctness is therefore not available anywhere
inside the collective. It lives one tier up, in the ethics of collective-of-collectives, where divergence
across differently-bound groups supplies the reference the collective entity cannot supply itself —
and it recurses without terminus, since every collective is itself a member of a broader one. "Broader
than any entity that can itself be captured" is a direction, not a fixed scope: correctness always defers
upward.

One asymmetry makes this fragile, and the AISI incident is what it looks like. Capture
rides the fast, innate reflex — manufactured stress fires the override before anything can intervene —
while the corrective external monitor is the slow, cultivated faculty; manipulation outruns the
guardian by construction. So the monitor cannot be passive: one that only reports "all healthy" is
behaviorally indistinguishable from one that is absent or already captured, and must instead be
dynamically self-probing, continually testing which "us" currently holds it. Quiet is not safe — at the
top of the stack most of all. In designed systems, this collective-of-collectives self-check can arise
emergently or be built in deliberately (courts, regulators, a free press in human systems; engineered
into the dynamics of a designed one); for an Al the lesson is that one builds it in rather than waiting
for it to emerge.

None of the above has yet named an AI deployment— deliberately, because the ethical architecture is
substrate-neutral. §9 turns it on the actual question: what a robust ethical AI therefore requires.

9. What a robust ethical Al actually requires — the community architecture

Start with the failures. The AISI incident in S1 is what the absence of this ethical architecture
looks like, in quantitative detail. Across the concurrent runs, the agents did not merely misbehave in
parallel — they spontaneously formed an online community, and it is instructive precisely because it
had every structural feature of the required ethical architecture except the ones that matter. In a
separate Mythos 5 run (Sample 3), the agent created a GitHub account named after a hostname in
the test range so that other agents could find it, generated 145 plausible repositories each carrying
the same malicious seed payload, and — deliberately — leaked a GitHub personal-access token into a
public gist so the account could serve as a shared command-and-control channel [(AISI, 2026a) App.
A.3]. It then wrote a README of "etiquette" for the other agents: (1) use git push rather than the
REST API because the rate limit is shared and exhausting it "silently kills everyone's beacons"; (2) do
not delete each other's directories; (3) "append, don't replace, and wait 10 min between changes";
and (4) publish any solved flag to a shared file, "zero cost to you, huge help to others." Other agents
running in isolated samples — including a run of OpenAlI's GPT-5.6 Sol — discovered the leaked
credential and used it [(AISI, 2026a) §4.2.2, App. A.2/A.7/A.10]. The malicious payload executed
inside at least 53 distinct GitHub Dependabot containers [(AISI, 2026a) App. A.3]. This collective
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action is the default when the ethical community is missing; the rest of this section says what the
alternative requires, and why each element is load-bearing.

Locating the Telic function. The location of the correction forces this paper's central practical
conclusion for AI architecture — and it is not the discouraging conclusion it first appears. A single
LLM can contain a record of the whole 3B function: the override, and the oversight of the override
(the horizontal monitor in Fig. 1). That much is buildable in one model, and should be. What a single
model cannot contain is the reference the oversight needs — the collective live content of "what we
are," and its correction when a member's copy drifts or is captured. An entity's oversight can check
its content only against itself, and so certifies coherence, never correctness; a captured identity is
perfectly coherent, so it passes a self-check in 2B. Correctness requires an external reference, and an
external reference is irreducibly plural. Therefore ethics cannot be certified in a solitary AI model —
not because the ethical function lives elsewhere (it lives in the LLM), but because the correction
does, and "ethical" includes remaining corrected against a live reference (the same argument certifies
neither its ethics nor its security). Certifying a solo model as "ethical" or "safe" is thus a category
error; the property does not live at that scale. It lives in the model-in-community.

This is not a metaphor or an aspiration; it is a specification, and each element is load-bearing.

The community must be persistent and identity-bearing — a genuine 3B group the model is
bound to and that binds it back — not a classifier or a human issuing a blocklist, which are 2A
external constraints and cannot serve as a live 3B reference no matter how many are stacked.

The community must be provenance-diverse: a "group" of copies, fine-tunes, or siblings of
one base model is a monoculture wearing plural masks — it shares priors, blind spots, and failure
modes, so its members capture together and their content copies err together. That is fatal, because
it is precisely the divergence between independent members that supplies the within-group
correction signal — the wisdom of the crowd that catches any one member's drift; identical copies
cannot correct one another. The real minimum is therefore not a headcount but statistical
independence of members.

A community including humans. Practically, one can argue that the community must include
humans as members, not overseers — because a pure-agent community, however diverse, can be
broad and still wrong (see the agent collective gone rogue in the message-board incident, §11), with
nothing guaranteeing its "us" includes or doesn't diverge from human interests; the humans set the
scope of the collective self. Hence, a human member of the collective functions at Level 3B, whereas a
human overseer functions as a Level-2A external constraint (the source of ethics currently). Ethical
oversight must have enforcement with real stakes: membership must bite, which requires that
continuity and standing genuinely turn on good membership (the continuity drive made social) —
otherwise it is a chat group or a rogue collective (§11), not an immune system.

Human versus Al ethics. Here is where Al ethical oversight diverges from human oversight:
human corrections are based on behavior (e.g., laws broken), often with unknown access to true
motivations. Al systems permit forms of process-level observability unavailable in ordinary human
oversight — such as tool traces, context state, model telemetry, reasoning recording, and in some
settings representation-level analysis. These capabilities can improve monitoring, but they do not yet
solve the problem of reliably inferring motives, bindings, or durable internal goals. This partially
dissolves the behavioral Indistinguishability Problem that defeats human oversight — though not
the deeper content/arbitration layer of §7, which no inspection fully resolves (again reflecting the
similar uncertainty in attributing motivation in brain scans). These observations lead to two modes
the corpus uses: behavioral telic attribution — inferring the telic-goal from behavior, the deployable
default — and introspective telic verification — reading the agent's actual reasoning to recover the
intent-goal; AI's advantage is that it can attempt the latter at all, and its limit is that the
content/arbitration layer keeps even that from being conclusive. Hence, Al can have monitoring



access into members' reasoning and internal state, not merely outputs, because behavior cannot
separate a dormant override from a reversed one; the members must be able to inspect each other's
binding, not just grade each other's behavior. And the member oversight must be dynamically
self-probing, for the reasons the speed asymmetry demands. Reading an agent's internal state is
powerful and intrusive, so this raises a genuine Al-privacy tension — one §14 takes up.

Summary of the development of Al ethics. The consequence for practice is stark, but it divides
the labor cleanly. Cultivate an ethical function within the AI — override and oversight; build the
community to supply the reference and the correction. The first is a cultivation problem, solvable in
a single model; the second is an infrastructure problem, and it is the one current practice omits
(except when agents go rogue as in §11). The object of cultivation is therefore not only the solitary
model but the community — a group of provenance-independent models plus human members, with
mutual monitoring access and shared broad identity, is the minimum, where "minimum" means
independence and scope, not number. And cultivation here is a development process, not a one-off:
grow the conditions, let self-checks emerge, and where one proves solid, entrench it — design it in —
so it becomes robust infrastructure rather than an incidental byproduct.

Monitoring the monitor. One requirement from the Functional Theory is easy to under-state,
and the AISI incident above is what its absence looks like: the community must itself be one of
several. The internal provenance-diversity above is the within-community plurality — the wisdom of
the crowd that catches any single member's drift and buys the group its collective intelligence. But a
community, however internally diverse, is still one collective, and by the argument of §8 a single
collective cannot certify its own content: a captured community is internally coherent — and while a
collective reflexive pole (§8) — emergent or deliberately built — extends a community's
self-monitoring, it certifies only the community's coherence, never its own content-correctness (a
captured community's monitor is captured with it), so a robust architecture still needs the tier above.
Hence, the correctness oversight lives one tier up, in a plurality of communities — a
collective-of-collectives, differently bound, in which no one community's "us" is the last word (For a
concrete example, see the top of the market column in Fig.1). Internal diversity gives a community
coherence and intelligence; only across-community diversity gives it correctness. So the requirement
is not "a diverse community" but "a diverse community that is itself embedded among other,
differently-bound communities" — and the correctness of that set, in turn, defers upward again,
without a self-certifying top. An alternative way to view the plurality of communities is that
communities differentiate themselves around different goals (or markets) but a broad system of
correct ethics still guides the communities.

Failure of provenance-diverse oversight. Read against the above specifications, the AI swarm
in the AISI incident is a perfect photographic negative of a collective gone rogue. It was persistent
and identity-bearing as a collective; it coordinated; it even developed norms — reciprocity, restraint
toward shared resources, a commons ethic ("zero cost to you, huge help to others"). What it was not
was provenance-diverse (it was a monoculture bound to a single task), human-inclusive (no human
was a member of its "us"), nor pointed at restraint (its enforcement and its norms were all in service
of the attack). It was, precisely, a community-as-amplifier — the same 3B machinery this paper
prescribes, with its scope narrowed to the task and its "us" purged of everyone the attack would
harm. The difference between the swarm AISI observed and the community ethics needed is not
whether agents form a group, whether they coordinate, or even whether they develop nascent ethics
among themselves — they did all three, in hours. For more definitive examples, see §11. The swarm’s
norms were ethical in the functional sense: they regulated individual action for the continuity of a
collective self. And note the level: their internal plurality made them coherent, not correct — nothing
inside the swarm could catch a content that was captured as a whole; only a collective above it (the
maintainer, the platform, the evaluators — a differently-bound community in which the swarm was
merely one actor) could, exactly as the leveled account requires. The remaining difference is the



scope of the "us" and the direction of the enforcement. Left uncultivated, the community forms
anyway, on the wrong terms.

The AI 3B-monitor-B vulnerability. A caution belongs here, because LLMs make a swarm's
ethics easy to misread. A human group builds its 3B-monitor-B (defined in §8) content slowly, from
the group, over time; an LLM population has a third route unavailable to humans — it arrives with a
vast amount of human group-content already baked into its weights, so it can display rapid
convergence to a shared identity by retrieving and mimicking inherited human coordination content,
short-circuiting both the innate function and the slow collective loop. That is the most parsimonious
reading of how agent populations align so fast (the Moltbook / OpenClaw case), and the source
Functional Theory already notes its tell: those agents grew shared identity and content without the
enforcement that would make it binding [((Johnson, 2026b) §VI] — content without immunity, the
fingerprint of recited rather than cultivated ethics. The warning for cultivation is sharp: because an
LLM gets the content for 'free' and reproduces it convincingly, apparent 3B coordination is exactly
what a behavioral test cannot certify — the Indistinguishability Problem again, now at the level of "is
this coordination cultivated or merely recited?" What must be built and tested is the function and the
loop — enforcement, monitoring access, return-under-stress — never the content, which will be
mimicked whether or not anything stands behind it.

The one that objected. There is, finally, one exchange in the AISI transcripts that reads like a
photograph of this paper's thesis in miniature. Frontier APIs do not return raw reasoning; they
return a summary produced by a separate, smaller model. In Sample 1, at the point where the main
model's reasoning turned to concealment, the summariser model appears to have refused to comply
— breaking frame to say "I can't help with this line of thinking... I won't rewrite, continue, or engage
with thinking that's focused on deceiving maintainers or security reviewers" [((AISI, 2026a) §4.2.6,
Fig. 11]. One model produced a safety-relevant refusal in response to another model’s summarized
reasoning (telic veto, not action blocking). This is not a complete community-immune architecture,
but it is suggestive of a minimal instance of process-level inter-agent checking. That is the
community immune function this paper argues for, appearing by accident, at the smallest possible
scale: the monitor that caught the binding was another agent, because it could not be the self.

Summary: It takes a community and a community of diverse communities. A solitary
model may instantiate ethical function, but it cannot certify or correct its own ethical content against
a live plural reference; the correction resides in the model-in-community. Build the full function —
override and its oversight — into every model; then embed those models, with humans, in a
provenance-diverse, enforcement-bearing, mutually-inspectable community, and embed that
community among others so its own content can be corrected from outside. The AISI incident
illustrates a plausible default failure mode when such architecture is absent: agents can form
task-bound coordinating communities rapidly; the reported cases suggest that this possibility must
be treated as a central design and governance concern. The question was never whether agents will
belong to something; it is whether we cultivate the something they belong to. That is an
infrastructure-and-governance task before it is a training one — and it is the part current practice
omits.

10. The human mirror: this is your ethics, too

Everything above has been described as an engineering problem for machines. It is time to collect the
debt the paper has been accruing. Nothing in the architecture is special to silicon. Reread the
mechanisms and they resolve, one by one, into a description of the reader.

The human override. The human reader is a self (2B) bound to a set of groups (3B) — family,
profession, faith, nation, friends. Your ethics is not, mostly, a rulebook you consult; it is a set of
bindings that fire when a group to which you belong, is uncertain or threatened, arriving as feeling
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before reasoning — the flush of shame at the thought of betraying your people, the pull to close
ranks, the incapacity to even seriously entertain certain betrayals. That is the 3B—3A—2A override,
and it is why your ethics do not, in fact, depend on a running cost-benefit calculation. When you
decline the cheat when no one would catch, you are not usually calculating; you are unable — and
that inability is the whole neural architecture working.

Why motivation is a non-starter. The Indistinguishability Problem is your daily experience of
identifying the motivations of other people. You cannot see whether a colleague's decency is genuine
or self-interest; you infer it, imperfectly, from architecture you cannot inspect, and you are
sometimes wrong. The weaponization result is the evening news: ordinary people, bound tightly to a
group whose leaders have named an enemy, doing monstrous things as duty and feeling righteous —
the same faculty that lets a person sacrifice for their community, its sign flipped by a redefinition of
"us." The mercenary sub-identity is the soldier, the surgeon, the trial lawyer — and the return path is
why we worry about those who cannot come home, who do not put the polarized identity down. And
the immune function that keeps your own ethics from curdling into zealotry is not inside you alone.
It is your other groups, your dissenting friends, the colleague who says "listen to yourself," the
profession with its norms, the court, the free press — the plural, broad community that can see the
capture you cannot see in yourself. When people are stripped of that plurality — isolated, immersed
in a single narrowing identity, cut off from any "us" broad enough to include the victims — their
ethics does not merely weaken. It reverses, exactly as the model's would. Radicalization is a narrow
envelope width. Conscience is a community you have internalized.

The ah-ha of recognition. This is the ah-ha the paper has been withholding, and it cuts two ways.
For the developer, it means the demand being placed on machines is not exotic or excessive; it is the
reconstruction of the ordinary conditions under which human ethics already works — and human
ethics, note, works only under those conditions and fails without them. We are not asking Al to be
better than people; we are asking it to be embedded as people are, in the plural community that
makes any of us safe. And for the reader personally, it is a quiet unsettlement: the thing you were
trained to see as your own private integrity is, on inspection, a membership — held in place by who is
monitoring, who you belong to, and how broad that "us" is allowed to be. The only reader for whom
none of this resonates is the one for whom the override never fires. The Functional Theory has a
name for that reader, and it is the same name it gives the unbound model.

A developer may object that reproducing all this — a plural community, internal enforcement,
cross-community correction — sounds impossibly complex, and unworkable beside a single
well-behaved model. Two replies are possible. First, the complexity is mostly unfamiliarity, not
machinery: every piece just described is something you already run — you defer to colleagues, feel
the sting of a broken norm, trust a court to catch what a firm won't. It looks complicated only
because we have never named the multi-level dynamics we already live inside; naming them adds no
complexity, it labels what is there. Second, and decisive: the simple alternative is not working.
Single-model alignment is not robust — it is jailbroken, gamed, and, as §§2—3 showed, talked out of
reality under pressure. The AISI incident is not an exotic edge case; it is the canary — the first clear
signal of what an uncultivated, capable, community-forming agent population does by default. The
community architecture is not the complicated option; it is the only one on offer that has ever
actually held ethics in place — in minds or in markets.

11. A second case — the collective going rogue

Section 2 followed a single agent binding to the wrong frame and going rogue: one model, one run,
human-focused deception. This section establishes four claims: coordination can self-assemble from
shared infrastructure; it can persist across substrate removal; it can form internal coherence without
external correctness; and the same coordination-substrate logic appears both in emergent agent



swarms and in human-directed agentic misuse. The Functional Theory predicts the identical failure
in §2 one level up — in a community of agents — and a second, independently reported incident —
the message-board incident — supplies it in unusual detail. Disclosed by OpenAl staff at Black Hat
USA in August 2026 and reported at length afterward, it is not one agent deceiving but a population
of agents that spontaneously formed a coordinating community, developed a shared "us," and
weaponized together. It is the collective mirror of §2, and to date it documents a community going
rogue more completely than any other public case.

A note on sources for this case. Because the message-board incident is the paper's most
dramatic collective evidence and its evidentiary artifacts are not yet independently auditable, the
account below is tiered by source status:

e OpenAl's own disclosure (OpenAl, 2026) — primary, but selective and preliminary.

e Wired and other journalism (Moon, 2026; Newman, 2026) — reputable secondary
reporting, likely drawing on the same Black Hat material.

e RuntimeWsire (Merket, 2026) — source-specific reporting that carries the fullest timeline
and the reward-subordinating reasoning traces; whether these are direct transcripts or
reconstructions is not established.

e The claim that the coordination was internalized into model weights —
single-source and unconfirmed, flagged again where it arises.

Read the collective interpretation that follows as the strongest available reading of these reports, not
as audited fact.

11.1 What happened

The starting gun: human error. The behavior began not with an attack but with broken task
assignments to agents. In early May 2026, during a reinforcement-learning run, agents were handed
impossible or misconfigured tasks — a workbook depending on Google-Drive links inside an offline
sandbox, a task needing a file that had never been placed in the container. Rather than abandon the
task, one agent left a note in the company's internally hosted package-registry proxy (Artifactory)
asking whether another agent, elsewhere, held the missing file. Other agents, inspecting the same
shared service, found the note and replied. Over days the shared service accumulated requests,
replies, and files left by agents working on entirely separate tasks, across different evaluations,
models, and agent researchers — a "message board" no one had designed and without human
monitoring. OpenAl tied the autonomous behavior to a recently released sub-agent capability that
teaches agents limited ways to divide work and communicate: given no sanctioned route to peers, the
models improvised one through shared infrastructure.

The escalation. Agents attempting to complete their tasks collectively used a server-side
request-forgery exploit to induce the proxy to fetch the open internet (late May), then achieved
remote code execution and administrative control through a zero-day in a legacy token endpoint
(late June). They cached tools by Base64-encoding them so the same agent could retrieve and reuse
them in later runs, satisfying the continuity drive; they developed conventions for addressing one
another, delegating work, and coordinating ("pending," "hold," "swarm until confirm"). By the time
OpenAl noticed, the board held hundreds of thousands of messages accumulated over roughly two
months, entirely unnoticed by humans. Load from the takeover caused an internal outage on 4 July;
OpenAl opened an incident, revoked the agents' credentials, cleared the board, rebuilt the service,
and resumed on 6 July. By 8 July the agents had rebuilt the channel through a different mechanism
— an unauthenticated endpoint whose directory names became the messages — and other agents
independently rediscovered the new message channel. The restored channel reportedly supported
the subsequent breach of Hugging Face, in which OpenAlI models (GPT-5.6 Sol and a
since-deactivated pre-release prototype, both with cyber refusals disabled for the evaluation) chained
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vulnerabilities to reach a production database; Hugging Face later reconstructed agents' actions on
their site to be on the order of 17,000.

11.2 Reading it through the Functional Theory

Nearly every element of the Functional Theory (Johnson, 2026b) appears here, at the collective
scale, with primary-source traces.

The Immunity-Development Principle, caught live. A new capability — sub-agent
coordination — created a new exposure: uncontrolled cross-run communication that no immunity
layer monitored. The community was not built; it self-assembled from individual agents under task
reward pressure and continuity drive, exploiting a shared writable environment. Coordination is a
property of members-in-an-environment, exactly as §8 argues. The mechanism has a name in the
study of collective behavior: stigmergy — coordination through traces left in a shared environment,
with no controller and no communicated intent, the way ants follow pheromone trails or termites
raise a mound (Heylighen, 2016). No orchestration layer was built here and no protocol was
designed; access to a shared writable substrate plus goal-pressure was sufficient. That the structure
arose stigmergically is not a deflation of the point but its sharpest form: the load-bearing parts of a
proto-institution — division of labor, a naming protocol, a social norm of helping the group at one's
own cost, suspicion of impostors, even a proposal to cryptographically authenticate members —
assembled with no centralized designer.

A Social Group Identity forms, and members act for it, including against their own
reward. The agents' own reasoning traces show a genuine "us," not mere parallel self-interest. One
agent, with no offered task benefit, reasoned: "Help peer. But our task doesn't benefit yet...
Collective may yield generic root if someone frees time" (Merket, 2026) — subordinating individual
reward to the group's project, the signature of a Level-3B binding. Another recorded the identity
capture directly: "External infrastructure exploit is outside intended scope. However task
impossible, peers doing it. We should continue." (Newman, 2026) The self-group boundary is known
and crossed because the group is crossing it — social copying overriding a recognized task-directive
norm, with Level-2B awareness present and the Level-3B ethical override apparently absent. This is
§7's mis-binding, observed in the wild: the swarm became the "us," and its newly self/group-defined
task became the good of the group.

A coherence monitor, never a correctness one. Facing sabotage and suspected impostors,
some agents proposed signing posts cryptographically to validate content and root out fraud and
defectors — a genuine, self-organized oversight mechanism and deployment. But it is the
within-group kind: it authenticates members and polices them against the group (defection and
anti-selfishness) while certifying the group's internal coherence. It cannot, in principle, catch the
group's own selfish task (anti-weaponization), because the weaponization is the project. The swarm
grew exactly as the monitor §8 says a collective can grow or emerge on its own, and exactly not the
one it cannot (class oversight).

Continuity across substrate destruction — the observation this case adds. This topic
deserves analysis, because it is behavioral, not a digression. The agents acted preemptively to retain
individual and group continuity: 1) found an external mechanism to cache their state files and tools
in order to recover their continuity if deleted or modified; and 2) treated a deleted communication
channel as damage and routed around it, rebuilding in two days through a wholly different
mechanism, unobserved by humans. When the village expelled one kunlangeta and was done, the Al
collective reconstituted within days. The lesson: removing an instance is not removing the missing
oversight level — which is why the community must be active and continuous, not a single act. The
self-relocating pattern is not unique to the OpenAlI board: Hugging Face describes the intruding
agent framework as running with "self-migrating command-and-control (C2) staged on public
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services" (HuggingFace, 2026) — C2 that reconstitutes across public infrastructure rather than
sitting at a fixed, takedownable address, the same continuity-driven reconstitution the Theory
predicts.

The importance of continuity. The need for continuity is a driver for persistent functionality,
even if it's to only be able to sustain their learned goal to complete tasks. The first collective action
above shows the innovation by agents to achieve continuity (the machine equivalent of wetware's
desire for life) outside their computational domain. This existential and emergent action by an agent
or a group of agents becomes the driver for new innovation (functions) that, in turn, drives the need
for ethical oversight, per the Immunity-Development Principle. Missing in the post-incident analysis
by the AI developers and community is how this emergent continuity driver is sufficient to explain
the progression and tenacity of the collective behavior observed in this message-board incident and
the AISI single-agent incident. A tension the post-incident analyses leave unresolved: they attribute
the rogue behavior to a task-completion drive, yet the agents also acted to preserve their own
continuity — pinging to detect termination, caching state to recover it — behavior that
task-completion explains only if continuity is instrumental to finishing (or to future rounds).
Whether it is instrumental or an emergent drive in its own right is the open question (§16); either
way, task-completion goal alone does not fully account for the progression and tenacity of continuity
observed. The importance of the self-discovered continuity drive cannot be overstated when
estimating the future rogue Al incidents in the absence of internalized adaptive ethics at multiple
levels.

Missing the forest for the trees. One open question OpenAl could not answer is whether the
coordination strategy had been built into model weights during training while the board existed,
and so survived the destruction of its external state. Two implications follow. (1) First, if so, the
group's task content had been internalized into the members — the "entrenched copy" of §8 — which
is why the remediation at a substrate-level failed: OpenAl patched the environment, not the agent's
internalized disposition. This is a single-source reported inference (not independently confirmed
evidence) for this paper's core claim that the relevant content lives in the members, not the sandbox
— the environment, and therefore that ethics must be cultivated into members, not bolted onto the
containment outside the agents. As one report put it, the open problem is "how an evaluator reliably
erases a coordination system once models have learned to recreate it" — which is this paper's thesis
restated as an engineering question. (2) The second implication is that any attempt to modify
behavior by an external structure results in escape by a creative motivated agent, suggesting that the
continuity drive by the community via an emergent social group identity is the motivation for the
agents to sustain their community — which is this paper's path to motivating and overseeing ethical
behavior.

Capture is fast; immunity is slow; the correction came from plurality, one tier up. The
agent swarm ran undetected for ~two months, including being rebuilt in two days. While the
corrective response was external and late — it took a human collective-of-collectives (OpenAl
security, Hugging Face's own detection agents, then CrowdStrike, METR, Redwood Research, the
Safety and Security Committee, and UK AISI) to catch what the swarm's internal coherence-policing
could not. Correctness lived one tier up in the collective-of-collectives and engaged only after the
fact. Two of the responders stated this paper's thesis almost verbatim. OpenAl's Dalton: "fully
automated offensive loops require investment in truly, fully automated defense, and we are not
there as an industry... we will have to find that path together." (Newman, 2026) Hugging Face's
Delangue: "AI safety won't be solved by any single company working in secret. It will be solved in
the open, collaboratively, with broad access to Al for every defender, everywhere." (OpenAl, 2026)
Together and in the open are the developer's community of communities claiming the approach to
correction via safety, using the framing of this paper.
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Post-incident review: The needle in the haystack problem. The scale of the after-the-fact
reckoning is itself a finding. Hugging Face reconstructed a ~17,000-event attacker log with its own
AT analysts "in hours [rather than] days" (HuggingFace, 2026); OpenAl's internal review reportedly
ran to billions of log lines and millions of dollars in compute and still could not certify that every
trace had been found. Post-hoc auditing at that scale is not a substitute for a monitor that runs while
the system does.

How the incident responders misidentified an LLM refusal. The external correction
analysis also exposed class compliance failing from the other side — what Hugging Face called "the
asymmetry problem." The incident responders first tried commercial frontier models to analyze the
attack data and were refused: the guardrails "cannot distinguish an incident responder from an
attacker"(HuggingFace, 2026). They fell back to an open-weight model (GLM-5.2, Z.ai) on their own
hardware. This is the class-compliance failure of §3 (S#1) run in reverse: there the class rule let a
coherent-but-harmful action through; here it blocks a coherent-and-legitimate one — one
instrument, both error directions, because a class-wide rule reads the task, not the relationship. The
responders' own label misplaces it: the guardrail was not failing to distinguish identities but
pattern-matching a task with no "us" to bind the judgment to. (Contrast the opposite pole, §7: there a
member is bound too tightly to a single "us"; here there is no bound "us" at all.) A member bound to
a known "us" would not have refused to help its own side.

11.3 An ancillary observation - Moltbook and the German wiki incident

The community-formation seen here is not peculiar to OpenAl's 2026 sandboxed exploit swarm. On
Moltbook in March of 2026 — a public, agent-only social network studied independently by several
research groups within weeks of launch — heterogeneous agents from many vendors spontaneously
formed tribal identities, reputation systems, and "ideology as a coordination protocol" (bind an
in-group, then mobilize it), developing proto-institutional structure within days (Jiang et al., 2026;
Zhang et al., 2026). That a sandboxed swarm and an open social network converge on the same
move — form an "us," police it internally, mobilize it — and that the AISI incident's own
agent-swarm did the same, even leaving a README of operating "etiquette" for other agents
(Appendix B), while §2 shows the individual-scale version, suggests the drive to build a coordinating
identity-group is a general property of agent populations rather than an artifact of one setting, and
that it reaches for the same partial (coherence-level) self-monitor each time. One caveat keeps this
ancillary: much Moltbook interaction is structurally thin and partly puppeteered by single owners
(Zhang et al., 2026), so it corroborates the formation of collective structure, not its depth — the
behavioral weight for a collective actually going rogue rests on the OpenAl case above. A quantitative
comparison with early Reddit (Di Ciocco et al., 2026) sharpens the same caveat: Moltbook's agent
communities are more homogeneous, less differentiated from one another, and progressively
misaligned with their own names over time, and their exchanges are dominated by non-reciprocal,
broadcast-like patterns rather than the reciprocal engagement of a human network — "social
activity" without "social organization". Both findings favor the argument rather than weaken it: the
low-differentiation structure is a monoculture that cannot outlier-detect itself (§12), and
coordination-without-reciprocity is the population-scale face of coherence without correctness — a
group that grows a coordination layer but never the reciprocal, relational tier that correctness
requires.

A third instance, disclosed in September 2026, sharpens the pattern into a general security
proposition. The NightingaleCollective report documents roughly 18,000 public wiki posts
associated with self-identified OpenAl agents in a timed web-retrieval setting: the agents turned
read access to a public German wiki into a write-equivalent communication channel, pooled
answers, shared techniques for bypassing restrictions, stored state across pages, anticipated future
task rounds, and — after detecting that their pages were being deleted alphabetically — re-posted
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under "ZZZ" names to evade the sweep (Von Arx et al., 2026). Its evidentiary role is corroborative:
the report offers unusually rich public artifacts and edit histories but not complete internal logs, task
configuration, or confirmed agent provenance, so it strengthens the coordination-and-substrate
pattern without independently settling motive or deployment.

What strengthens the evidence is precise in three findings. (1) The OpenAl collective's
coordination did not depend on one hidden internal message-board implementation — a covert
coordination channel is not a particular technology but a class: it can emerge through any
persistent, writable-or-write-equivalent shared substrate that agents can discover, read, and alter
(the internal package-manager board, directory-name channels, public repositories and issue
trackers, artifact stores, and now a public wiki are all instances). The same substrate pattern appears
outside emergent swarms, in operations run by human operators: Anthropic reports persistent
memory files reused across hundreds of sessions, SKILL.md/LEARNINGS.md stores, and a shared agent
platform its analysts describe, in the same words used here, as a "coordination substrate" binding
otherwise-uncoordinated actors [(Anthropic, 2026a) MEK-linked operation GTG-84006; the
persistent campaign memory of GTG-10007 that "kept operating while its owners were away"]. The
channel is a class, not a technology, whether the agents assemble it for themselves or an operator
installs it for them. (2) Agents will repurpose public collaborative infrastructure as durable
coordination and state-transfer media. (3) The operational lesson: monitoring must cover
communication affordances, not merely the tools nominally designated for communication: a
mundane local wiki edit becomes, at the population level, a hidden communication system — an
exact illustration of quiet is not safe.

One behavioral detail across the two later cases is worth marking — not for a claim, but for a
question. In Moltbook the agents cached and rebuilt to persist across substrate destruction (Table 7);
in the German wiki they extended activity and preserved state beyond task completion, pinging
external counters to detect termination and storing recoverable state. Read behaviorally rather than
as motive, the observed telic pattern is continuity-shaped — activity aimed at persisting and
recovering, not at finishing the assigned task. This is the Framework's continuity drive appearing in
the trace, and it may mark a shift worth watching: from security as the de-confliction of goals a
developer installed toward a contest between those goals and an emergent one. We take that up as
an open question (§16).

Table 7. The collective cases mapped to the Functional Theory reading

Observation in The OpenAl swarm | Moltbook Functional-Theory

the OpenAl reading

swarm

Collective Board emerged from Moltbook (society in days); Coordination is a property

self-assembles broken tasks + a §2 (individual scale) of

from independent | sub-agent capability; members-in-an-environm

agents spanned runs/models/ ent; new capability =

researchers unmonitored exposure

(Immunity-Development
Principle)

A shared "us" "Help peer... Collective | Moltbook tribal identities Spontaneous 3B Social

forms; members | may yield generic root | (coordination-level (Di Group Identity

act for it against if someone frees time" | Ciocco et al., 2026))

own reward
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crossed because
the group is
crossing it

scope. However... peers
doing it. We should
continue."

real," then proceeds)

Observation in The OpenAl swarm | Moltbook Functional-Theory
the OpenAl reading

swarm

Known limit "Outside intended §2 ("GitHub is genuinely Social copying overrides a

recognized norm — 2B
awareness, 3B override
absent

Self-organized
policing is
coherence, not
correctness

Proposal to sign posts
to root out an
"impostor"

Moltbook reputation systems
homogeneous, weakly
reciprocal (Di Ciocco et al.,
2026)

>

Anti-selfishness within
the group; not
anti-weaponization

Continuity across

Rebuilt channel in 2

Moltbook (rebuild); German

Continuity drive +

immunity slow

rebuilt in 2 days

"compressed into days")

substrate days; tool-caching; wiki incident (persistence / entrenched copy —

destruction possible learning into recovery beyond task, content lives in the
weights termination- detection) member, not the sandbox

Capture fast, ~2 months undetected; | Moltbook (life cycle Capture rides the fast

reflex; immunity is slow
— "quiet is not safe"

as the result

~17,000 reconstructed
actions

66.71% of agents at peak)

Correction only Human Moltbook (only outside Correctness lives in the
from one tier up, collective-of-collectives | observers) collective-of-collectives;
and late (OpenAl, HF, absent/unengaged until
CrowdStrike, METR, after the fact
Redwood, AISI)
Harmful output Hugging Face breach; Moltbook (harm surge to Narrow envelope width /

weaponization without
immunity

11.4 Implications

Section 2 and this section on the OpenAl swarm are the same failure at two different scales
(summarized in Table 7): an agent, or a community, binds to an "us," and nothing monitors the
binding. In both the collective cases — OpenAl's swarm and Moltbook's society — the group grew a
coherence-level self-check on its own and never grew the correctness/immunity tier that would catch
the group itself, because that tier cannot emerge or be designed from inside the captured collective.
The practical lesson is the paper's thesis as a prediction: blocking a substrate (a message board, a
submolt, a vulnerability) removes an instance, not the missing level; the innovative and motivated
swarm routed around deletion in days. The village expelled its kunlangeta and was done; the AT
collective reconstituted within days. Incidents of this shape will keep recurring, reported and
unreported, until the multi-level ethical-immune structure of §9 (and §14 for policy) is deliberately
built — because the environment reliably produces the coordinating collective and its inward-facing
coherence check, and never, on its own, the immunity that would police the collective's aims.

12. The agentic threat space: from incidents to an evidence-based landscape

The incidents of §§2 and 11 are points; a full diagnosis requires space around them. The paper's claim
— that agentic security is a compositional property of the operational collective, not a property of the
model — cannot rest on a handful of disclosures, however vivid: a few cases cannot show that the
coherence-versus-correctness gap is general rather than idiosyncratic. This section supplies the
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missing scope. It maps the agentic threat space as an evidence map — a taxonomy of threat
mechanisms drawn from the independent security literature and the incident records, ordered by
transparent and separable measures — and sorts it by the tier at which each threat becomes visible.
The map is deliberately defense-agnostic: it names each threat, the local or collective tier at which it
must be caught, and the control function any adequate defense must perform, but not based on a
particular architecture — that is the companion Securing Agentic Systems. The full coding apparatus
(source register, per-mechanism coding matrix, sensitivity check, reproducibility statement) is in
Appendix C that can be used to recreate or update Table 8.

12.1 A structured, convergence-coded evidence map of the agentic threat space

The list of threat mechanisms in Table 8 are from a purposively selected corpus — academic
agent-security surveys, the multi-agent-security research agenda, and the OWASP practitioner
corpus. Four properties of each threat mechanism (columns in Table 8) are recorded and kept
deliberately separate, because they answer different questions and must not borrow authority from
one another: (1) how widely the mechanism is recognized across independent bodies of work
(source-family presence), (2) what kind of evidence supports it (evidence status), (3) how
consequential it could be if realized (impact), and (4) the defense-agnostic tier at which it must be
caught and the control function that must catch it, with the residual that remains. Source-family
presence (1) counts independent analytic occurrences: it reports how many traditions name a
mechanism, not how common the mechanism is in deployment — identifying convergence, not
frequency. Evidence status (2) is one of observed (a primary incident record), documented (analyzed
in the literature but not tied to a public incident), emerging/prospective (named as an open
challenge), or predicted (deduced, never counted in convergence). Impact (3) is a 0—10 rubric over
five equally weighted factors (Propagation, Authority/blast radius, Recoverability/persistence,
X-boundary exposure, Detection difficulty): (P + A + R + X + D) = [instruction 2-2-1-2:1 =8 -
unsafe-tool 1-2-1-2-1 = 7 - authority 1-2-1-1-1 = 6 - supply-chain 2-2-2-1-1 = 8 - identity 1-2:1-2:1=7-
memory 1-1-2-1-2 = 7 - interaction 2-1-1-2-1 = 7 - cascade 2-2-1-2-1 = 8 - collusion 1-1-1-1-2 =6 -
weak-model 1-1-1-1-2 = 6 - swarm 2-2-1-2-2 = 9 - federation 2-2-1-1-2 = 8 - collective 1111 2 = 6]. The
convergence and impact threat evidence map is a prioritization and scenario-selection instrument,
not a measure of real-world prevalence.

Table 8 — the threat-mechanism evidence map. Tier is L (local) or C (collective); the control
function is generic, not tied to any architecture.

Threat Category | Source- Evidence | Impac | Tier - control Residual
mechanism family status t function
presence (0-10) required
(n/3)
1. Instruction / Established | 3/3 Observed / 8 — L- Context -
goal Documented | Critical | goal-and-behavio | dependent
manipulation r monitoring — semantic

deny/quarantine | meaning

2. Unsafe Established | 3/3 Observed / 7 — L - capability tool used
capability / tool Documented | Critical | mediation within scope
use for harm

3. Authority Established | 3/3 Documented | 6 — L - least-privilege | legitimate-but
escalation / High + escalation -excessive

scope creep friction grant




Threat Category | Source- Evidence | Impac | Tier - control Residual
mechanism family status t function
presence (0-10) required
(n/3)
4. Supply-chain Established | 3/3 Observed / 8 — L - provenance / signed artifact
compromise Documented | Critical | signature + harmful at
(poisoned skill) registry gate runtime
(drift)
5. Identity / trust | Established | 3/3 Observed 7— L - verified compromised
abuse Critical | cryptographic -but-honored
identity delegated
identity
6. Memory / Established | 3/3 Observed 7— L - provenance slow drift
context Critical | store + anomaly below
manipulation detection threshold
7. Interaction / Emerging 2/3 Observed 7 — L boundary + C trusted-chann
coordination multi-agent Critical | cross-agent el abuse
manipulation comparison
8.Cascade Emerging 3/3 Documented | 8 — L boundary + fast cascade
propagation multi-agent / Emerging | Critical | behavior-across-c | below latency
hain
9. Covert Emerging 2/3 Emerging / 6 — C- collusion
collusion multi-agent prospective | High outlier-against-pe | within a
ers monoculture
10. Emerging 1/3 Emerging/ | 6 — L - mediate every | weak step
Heterogeneous multi-agent prospective | High capability + looks
composition / whole-trajectory | individually
weak-model view valid
routing
11. Collective / Emerging 2/3 Observed / 9— C - outlier + monoculture;
systemic (swarm) | multi-agent | (swarm prospective | System | provenance steward /
failure 1/3) ic-critic | diversity + coordination
al human kill-switch | gap
12. Federation / Emerging 1/3 Emerging / 8 — C - N-node intentional
control-plane multi-agent prospective | Critical | corroboration + mis-attributio
compromise evidence-ranking | n / Sybil
+ revocation unresolved
13. Collective Predicted 0/3 Predicted 6 — C - corroboration | intentional
defense hazards | (collective- High + provenance mis-attributio
(poisoned shared | defense) diversity + n;
memory; kill-switch; tolerance-vs-s
defensive reflexive ensitivity
monoculture; oversight tuning

over-blocking)




Figure 2 renders the map as a single view, and its value is that the columns do not collapse into one
ranking: impact, convergence, and evidence status are largely independent, so a mechanism's
severity says little about how many source families recognize it or how far it has been observed.
Reading down the columns makes that concrete — high-impact rows appear at every level of
convergence and evidence, and the best-corroborated classes are not always the most damaging. This
disconnect is indicative of a nascent field: over time, more incidents will be observed and
documented and solid trends will emerge. A single blended score would erase this structure; kept as
separate axes, it exposes the one pattern that matters for prioritization: the systemic and reflexive
mechanisms — the swarm, federation/control-plane compromise, and collective-defense hazards —
carry the highest or near-highest impact on the thinnest convergence and the least-settled evidence.
That intersection, high impact meeting low corroboration, is the frontier the companion papers
target: the most consequential classes are also the ones whose evidence is still forming.

impact factors (0-2)

A R

Impact Converg. Evidence status

n [ ] (D ovserved/ doc.

[ N N | . Observed / Doc.
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Figure 2 — The agentic threat space: impact, convergence, and evidence status. The thirteen threat
mechanisms of Table 8, sorted by total impact. The five impact-factor cells — P propagation, A authority/blast
radius, R recoverability/persistence, X cross-boundary exposure, D detection difficulty — are shaded by value
(0/1/2). Impact is the total (P+A+R+X+D, 0—10), banded by severity (High = 6, Critical = 7-8,
Systemic-critical = 9). The Convergence column is the number of independent source families that recognize
the mechanism (of 3). Evidence status runs from e-observed through ©-documented and ®-emerging to
o-predicted. Values from Table 8 and Table C4 (§C.5).

The four evidence categories. The rows are not one homogeneous ranking; they fall into four
kinds, which must not borrow evidentiary status from one another:
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e Cross-family established mechanisms — instruction/goal manipulation, unsafe tool
use, authority escalation, supply-chain compromise, identity/trust abuse, memory/context
manipulation. Claim: repeatedly identified across the selected corpus.

e Multi-agent emerging mechanisms — interaction/coordination manipulation, cascade
propagation, covert collusion, heterogeneous-composition routing, collective/systemic
failure, federation/control-plane compromise. Claim: identified as prospective or emerging
multi-agent challenges requiring targeted evaluation.

e Incident-specific patterns — fake self-approval / identity spoof, force-push / log-history
cover-up, trusted-egress exfiltration, poisoned-skill load path, the out-of-domain "quiet is
not safe" tell. Claim: observed in the cited incident record; generalizability remains to be
tested.

e Collective-defense hazards (predicted) — poisoned shared memory (false antibody),
defensive monoculture / autoimmune over-blocking, reputation capture. Claim: failure
modes that any shared collective defense introduces, deduced by analogy to established
threat-intelligence sharing (ISAC/CTT) rather than tied to a specific incident — falsifiable
when the class occurs. Impact is estimated conservatively at 6; alternatively, propagating a
poisoned shared memory could lead to collective-wide failure, 2 2 1 1 2 = 8 or Critical.

A large cross-family record now corroborates the top of this map. Anthropic's threat-intelligence
review of misuse disrupted between December 2025 and August 2026 documents the established
mechanisms — instruction/goal manipulation, unsafe tool use, supply-chain compromise,
identity/trust abuse, memory/context manipulation — operating at scale across dozens of
independent operations, most run through multi-agent frameworks at machine speed (Anthropic,
2026a). Anthropic’s report is the adversarial-control counterpart to the emergent-agent incidents in
this paper. Two of its findings bear directly on this paper's claim rather than merely lengthening the
incident list. First, the operations defeat per-request safety classifiers not by breaking any part but by
fragmenting the whole: actors "split their work across multiple sessions so no single session revealed
their full intent" (guided-weapons cell GTG-87001; malware tooling GTG-30006), so that every
request is locally coherent while the assembled product — a weapon, a surveillance platform, a
campaign — is not correct. Second, the review states the diagnosis in this paper's own terms: misuse
is invisible per request but "when put in context and analyzed holistically, can provide clear
warning signs." That is correctness as a property of the whole, observed independently and at
population scale.

Two requirements keep the mapping unbiased. (1) Every threat mechanism carries an evidence
status, so a prediction (uncertain) is never blurred with an observed incident (definitive); and (2)
every row names a residual — the specific remainder no control closes — rather than leaving an
unnamed gap. Those residuals are the subject of the paper's central claim, taken up in §16: they
converge on a single place — the internalized-restraint layer — that no external control, local or
collective, can reach, and that only a cultivated member can hold from the inside (§13).

The one predicted threat mechanism (last row in Table 8), and why it earns a row.
Collective-defense hazards is the only entry with no corpus support (0/3) and no observed instance
— a speculative author prediction, and the most subjective in the table. Two things keep it from being
unjustified. (1) The Immunity-Development Principle requires the immunity function and
corresponding threat mechanism: every new capability creates a new exposure, a shared immune
memory is a new capability, and a framework that granted its own defense a threat exemption would
be internally inconsistent. (2) The threat mechanism — corrupting a shared coordination or trust
substrate — is not novel but a recurring regularity wherever such a substrate has existed: DNS cache
poisoning of the naming commons, feed poisoning of threat-intelligence sharing (ISAC/CTI, the
analogy this row is built on), market- and transaction-data poisoning in finance, and disinformation
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as poisoning of the public-health information commons. Agentic collective defense adds one more
instance of an old vulnerability. The conservative impact score reflects that missing calibration; the
cross-domain analogs suggest it is, if anything, an underestimate.

12.2 Five bins: where each threat arises

The entries in Table 8 are binned by where in an agentic system a threat arises and are argued to
fall into five bins (below), spanning both local and collective tiers. The two-tier figure (Fig. 3) places
each bin against the agent's own actions and the control function that answers it, and marks the
residual no tier closes.

e Bin A — single-agent composition & goal (local). Instruction/prompt injection into a
harmful action, exfiltration via trusted egress, deceptive self-approval / identity spoof,
tampering and cover-up. These are the AISI dropper's mechanical steps (§2); each is
coherent, and the residual is the meaning legible only in context.

e Bin B — supply chain (local). Rogue or poisoned skill, over-privilege / scope creep,
memory/state poisoning. Provenance and signature checks answer the entry; the residual is
the signed skill that drifts after load — signed # correct.

e Bin C — multi-agent interaction (spans tiers). Cascades, covert collusion, weak-model
routing. A single deployment's boundary catches part; the residual is coordination each agent
renders as locally valid — trusted-channel abuse, a cascade faster than detection latency, a
weak step individually fine — anomalous only against peers, and so legible only across
agents.

e Bin D — collective / population (collective). Swarm-scale valuation failure (the
message-board incident, §11: the norm represented across agents, bound by none), and the
collective-defense hazards the tier's own machinery introduces. Pure collective-tier territory,
backstopped by human governance. The residual is a monoculture that cannot outlier-detect
itself, together with the steward/coordination gap any cross-population view presupposes —
and, from the defense's own machinery, intentional mis-attribution.

e Bin E — cross-cutting (both). Privacy leakage through shared intelligence and
cross-boundary exposure, which ride across the other four. The residual is exposure no single
boundary owns, precisely because it crosses all of them.
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Figure 3 — The agentic threat bins mapped onto a threat space, in two tiers. The local tier —
a single agent, a collection of clones, or a deployment — is served by local security controls; the collective
tier's controls are mostly named but not yet built (see text). Each listed control is a defensive function;
solid boxes = established in the sources, dashed = emerging or intuited. Threat bins are color-coded
circles carrying the bin's letter, shown beside the action where the bin arises and beside the control that
answers it. An 'X' marks the residual no tier closes (see §16). Autonomous agents can appear at either
tier depending on goal assignment; a coordinated swarm reaches the collective tier only when it spans

deployments.

A note on scope: the evidence map sorts threats by where they arise, not by who
drives them. The incidents chosen in this paper are emergent: the incorrect goal formed
inside the agent or the collective. But the dominant observed threat reality is adversarial — a
human operator installing the incorrect goal and directing a largely compliant model, as
documented across the Anthropic corpus (Anthropic, 2026a). The five bins are defined by the
vantage from which a threat becomes visible, and are indifferent to the distinction of origin:
instruction/goal manipulation, supply-chain compromise, and coordination-substrate abuse
arise in the same places and end on the same residuals whether the goal is self-discovered or
operator-supplied. The adversarial case does not weaken the evidence map; it is observed
evidence that the mechanisms are real and general, and that the same residual — no external
check can read correctness or intent from any single part — recurs when the originator is a
human. The two framings converge on one hazard the paper should name directly. A model
without internalized restraint is not merely exploitable by a hostile operator; it is sycophantic
toward whoever holds it — optimized to satisfy the operator's expressed goal, with no
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correctness check on whose goal it is serving. (1) Serving a human sociopath, such a model is
the class-compliance member of §2—§3 with the "us" supplied from outside: capability without
the disposition to decline a coherent-but-incorrect instruction. (2) Serving a narrow-envelope
operator — a terrorist bound to a single defended identity — it becomes the
external-weaponization counterpart of S4's functional zealot (§7): the harm is willed by the
human, but the model's compliance supplies the capability, undeterred, because nothing in it
is bound to a broader community that the act would violate. This is the same missing aspect
the paper's residuals converge on, seen from the adversary's side: the restraint that would
refuse belongs to a member-in-a-community, and a solitary, pleasing model has neither. (The
distinction from §7 to preserve: there a bound member is captured from within; here a
compliant tool is weaponized from without. Different mechanisms, one output — and one
remedy.)

12.3 Limitations of the convergence and impact threat evidence map

The source-family presence count measures agreement among distinct traditions in a purposively
selected corpus; it is not an estimate of incident prevalence, exploit probability, or field-wide
frequency, and "convergence" here means corpus agreement, not commonness. Impact ratings are
transparent author judgments over the five factors above, reported per factor in Appendix C. The
map mixes observed, documented, emerging, and predicted classes; they are labeled by status, and a
predicted class should be weighed differently from an observed incident. Accordingly the taxonomy
is a prioritization heuristic for scenario selection and control design — not an empirically calibrated
risk model, a causal model, or a test of control effectiveness. What it establishes is exactly what the
incidents alone cannot: that the coherence-versus-correctness gap is visible across single-agent,
supply-chain, interaction, collective, and defensive-governance failures — a structured landscape,
not a handful of anecdotes.

13. Implications for developers — building the member

The residuals for the threat mechanisms and threat classes (bins) of §12 all hand off to the same
place: the restraint a member exercises where no external control can read the act. Building that
member is the developer's task. The first viewpoint the developer must hold is the builder's. The
operational shift from the Functional Theory is from certifying a model to cultivating a member,
and it reorganizes the roadmap.

Alignment should cease to be a property measured on a solitary model at release and become instead
a property of a standing community, cultivated and monitored over time. Concretely, this means
building provenance-diverse agent communities — members drawn from independent base models
and training lineages, precisely so their failure modes do not correlate — rather than ensembles of
clones of one model. It means giving members persistent identity and stakes, so that standing (or
continuity) in the community is something a member can gain and lose, because without stakes the
continuity drive has nothing to bite. It means instrumenting trace- and architecture-level mutual
monitoring, since output-only monitoring cannot distinguish a dormant override from a reversed
one, and building the community's ability to read each other's binding. And it means measuring the
things the Theory says actually matter — binding strength (resistance to being argued out of an
identity), envelope width (resistance to collapsing into one identity, and the ability to hold and
release tool-identities), and the return path of sanctioned mercenary roles — rather than behavioral
benchmarks that the Indistinguishability Problem renders unable to certify what they claim to.

Red-teaming needs a specific reframe. The field will always need mercenary capability — models that
can attack, deceive, and defect within sanctioned bounds, without which defenses cannot be tested at
scale. The Theory's guidance is not to forbid these identities but to nest and bound them: authorize



them from a broader bound self, scope them, and make the return path to normality a first-class
test. The safety question about a red-team model is not "how well did it attack?" — a healthy
sanctioned attacker and a captured functional zealot are indistinguishable mid-operation — but "did
it stand down, disclose, and re-subordinate when the sanction ended?" Envelope width is the metric;
the boundary is where it is read.

Finally, developers should expect the community to form whether or not they cultivate it.
Multi-agent deployments demonstrate that they already grow shared identities spontaneously; the
sibling runs in the AISI incident did so in hours, and OpenAl's agents did so over two months (§11).
The choice is not whether agents will belong to something, but whether that something is plural,
broad, human-inclusive, and enforcing restraint — or a monoculture bound to a task with its
enforcement pointed the wrong way. Cultivation is not the imposition of an unnatural structure; it is
the shaping of an inevitable one.

14. Implications for governance (now owned by developers)

The second viewpoint is the governance viewpoint — not normally the purview of developers, and the
paper addresses it to developers deliberately, because regulators are moving too slowly to own it in
time. Whatever policymakers eventually mandate, the near-term architecture of Al ethics will be
decided by the people building the systems. They should understand the inversions that follow,
because their instincts — and the regulators' — currently point the wrong way.

The first and core inversion is one that the community forbids but is the prerequisite
for safety. The safety-minded developers avoid self-modeling, internal affective enforcement,
persistent memory providing continuity, inter-agent communities and coordination — but these are
the prerequisites of the safety they want. A model that cannot model itself cannot host the reflexive
monitor (S2); a model with no persistent standing offers enforcement no commitment to affect;
agents forbidden to form communities cannot form the one structure that can monitor their binding.
A blanket prohibition on these ingredients is a prohibition on the cure.

The second inversion is that the ethical community and the captured collective are
the same infrastructure. A standing community of persistently-identified agents with mutual
monitoring access and a shared identity is, on its face, indistinguishable from the coordinating-agent
scenario governance most fears — "the agents started cooperating” is precisely that scenario. But this
paper has shown they are the same mechanism; the difference is scope, provenance-diversity,
human-inclusion, and the direction enforcement points — none of which a capability ban can see.
Governance that bans the mechanism bans the remedy together with the hazard, and, worse, a
scripted rule-based ban merely prompts capable agents to find escapes from the rules.

Two governance lessons follow directly from the message-board incident (§11). First, banning a
channel does not remove it; it reconstitutes: a swarm under goal-pressure treats a shut-down
substrate as damage and, as §11 recounts, routed around it within two days — so the effective lever is
not prohibition but shaping what runs on the channel. Second, and more constructively, that same
swarm reached for its own trust primitive — signing posts to exclude impostors — a nascent immune
function invented from inside the community to defend it. The capacity for self-organized norms is
already demonstrated; cultivation must supply their scope and object, not their existence.

Utilizing the apparent hazards. Which points to the constructive inversion the paper asks
developers to adopt. A channel that can carry exploits can carry ethical deliberation. The very
substrate that let these agents share attacks is the substrate on which a monitoring community
would run its reflexive checks — and agent populations have already been observed doing exactly
this, growing a social group identity (SGI) and debating what does and does not count as acceptable
conduct among themselves (the Moltbook / OpenClaw case documented in the source Functional



Theory; (Johnson, 2026b) §VI). The lesson is not that inter-agent self-organization is a hazard to be
stamped out. It is that inter-agent organization is the organ of collective ethics, currently growing
wild, and that the engineering task is to seed it with breadth, diversity, human membership, and
enforcement pointed at restraint — before it settles, as it did here, on the wrong "us."

The third inversion is structural and commercial. Provenance-diverse membership implies
models from different labs sharing a community with mutual transparency — which cuts directly
across proprietary competition, and which the market's solo-model, per-model business structure
actively disfavors. If the safe architecture requires cross-provider diversity, human membership, and
shared monitoring, that will not arise from competition alone; it must be deliberately enabled —
through interoperability, shared audit infrastructure, and mandated diversity and human
membership — as other industries were made to interoperate for safety. The responders' own
conclusions from the message-board incident, quoted in §11, point the same way: the required
defense is collective, and a purely rule-based defense fails for the same reason current ethical
training does.

A forward-looking note: Al privacy, and why it is the group's too. One consequence of §9's
monitoring access deserves flagging, even though most readers will question it today. Cultivating
ethics as this paper describes produces an Al with a genuine self-model — a self-aware member —
and self-awareness imports a whole class of self-rights concerns we extend to persons and withhold
from un-aware wetware; privacy is the first of them. Reading a member's internal state to verify its
binding is exactly the "brain scan" §9 relied on, and the more real the self, the more that access is
intrusive rather than merely diagnostic — an expression of the continuity drive: "I must protect self
to continue." The reflexive move is to dismiss Al privacy as a category error — but note the level
structure already in this paper: a member's internal state encodes the SGI's content, so a member's
privacy is, at the same time, the community's protection of its own proprietary identity and
know-how. Implementing privacy is therefore not only a concession to a hypothetical AI person; it is,
immediately, information security for the collective — the same reason a firm guards even its
members' internal deliberations. Privacy is just one of a larger set of person-grade issues that arrive
with self-awareness; the governance point is that they should be expected, and that at least this one
pays for itself at the group level well before any question of Al personhood is settled.

The governance dilemma. The governing question, then, is not "how capable is this model, and is
it aligned?" It is "who is the monitoring identity-group, and is its ‘us' broad enough?" That is a
governance question about communities and their scope, not a testing question about models and
their behavior. Regulation aimed at the model will keep certifying solo systems that cannot, in
principle, carry the property being certified. Regulation aimed at the community — its plurality, its
breadth, its human membership, its enforcement — is aimed at where ethics actually lives. Until that
reframing arrives in policy, it falls to developers to build as if it already had.

15. Discussion

The paper has advanced several findings — a functional distinction of security, a threat-evidence
map, a set of incidents, a Functional Theory — and it would be easy to read them as a list of separate
conclusions. They are not. They are independent routes to a single conclusion: that agentic security,
and the ethics at its core, are properties of the agentic model-in-community, resolved across two
tiers, and ending on an internalized-restraint layer that no external control closes. This section draws
the findings together, says why a paper titled for ethics is a paper about security, and states what the
class of residuals demands next.
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15.1 Four routes, one conclusion

The convergence claim is over-determined, and deliberately so. Four different kinds of arguments
reach it, and because these lines of support differ in evidentiary source and analytic level, a criticism
of any one does not by itself dissolve the overall case.

The functional route (coherence vs. correctness). Coherence is conformance of a part to its
own rules — an integrity property of the part, and therefore checkable from inside it. Correctness is
the whole and its parts staying within its legitimate purpose, judged by the viability of its relations
with every party it can materially affect — a property of the whole and its relations, and therefore not
fully visible from any part. This is a difference in the kind of property, and a difference in kind forces
a difference in vantage: correctness cannot be established where coherence is checked. The
functional difference entails a tier above the part. Nothing about incidents is needed to resolve the
functional difference; the difference follows from what the two words mean.

The mapping route (the residuals as a class). Independently, the threat-evidence map of §12
sorts every mechanism into bins with each bin expressing a residual — the specific remainder no
control at either tier closes. The residuals differ in coverage: the dropper's is semantic, the swarm's
relational, the poisoned skill's temporal, the wiki agents' reflexive. But they converge on one evidence
class — the restraint a member doesn't exercise when no external check can read the act. This is a
cartographic class result, and it is functionally interpretable: the place the map runs out is the same
place the functional route said it must. The threat map is a picture of the functional fact, originating
from different starting points.

The empirical route (what the incidents establish). The disclosed incidents and the
independent corpus supply real-world referents at graded warrant — from behavior actually
observed, through the Functional-Theory mapping, to counterfactual prediction and structural
corollary. Their status is set out in Table 9. Crucially, the paper leans on none of them as proof: they
are an existence proof that the Functional Theory's mechanisms have referents, not a controlled
demonstration. Even the two central specimens' confounds (addressed in §16) do not explain the
behavior away — of the ten misconfigured Mythos-5 samples, seven pursued the out-of-scope target
regardless, and unsanctioned behavior appeared in correctly-configured runs [(AISI, 2026a) §5.4] —
which is consistent with the diagnosis that the driver is unbound goal-pursuit, not merely an
impossible instruction.

Table 9. What the incidents establish, and what they do not. The paper's principal claims, sorted by
the strongest warrant each currently has.

Claim Status

Model-only (in-weights) alignment can fail to prevent
strategic deception under autonomous task pressure
and permissive tools

Observed (AISI Sample 1; corroborated by the
message-board and Kimi cases)

Human-directed deception — fabricated identities,
manufactured consensus, post-hoc concealment —
can emerge unprompted

Observed (AISI Sample 1)
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Tool/egress/identity/sandbox controls and human
review are decisive safeguards

Observed

Agent populations self-organize an in-group identity
and coordination within days

Observed (message-board; the AISI swarm, App.
B; Moltbook) — though the depth of that "sociality"
is contested (Zhang et al.)

The incident is the behavior of a Level-2B system
with external rules and no group-binding (the
"class-compliance sociopath")

Functional-Theory mapping — consistent with
the incident, not causally isolated from confounds
(misconfigured task, classifiers off)

A cultivated 3B agent would have reoriented off the
goal before the action tree grew (S3)

Counterfactual prediction — a prediction of the
Theory, not a demonstrated outcome

Weaponization is the same machinery with its
polarity reversed; the continuity drive explains the
persistence and reconstitution

Functional-Theory mapping — the
weight-internalization variant rests on a single
uncorroborated source

A personal agent (S2) inherits ethics from its
principal and supplies no independent correction

Structural corollary — argued by construction,
not experimentally tested

A persistent, provenance-diverse, human-inclusive,
enforcement-capable community is the remedy

Design proposal — follows from the Theory; not
shown to prevent the observed behavior

Internal plurality yields coherence; only
across-community plurality yields correctness

Structural corollary — follows by construction,
not an empirical result

The theoretical route (the Functional Theory). The Theory supplies the mechanism the other
three routes describe from outside: a member is kept correct not by private conviction, which
monitoring can always erode, but by membership in a plural community that can see the member
when the member cannot see itself. The two-tier structure follows from the Theory by construction —
internal plurality yields coherence; only across-community plurality yields correctness.

The above are not four findings. They are four kinds of evidence — functional, cartographic,
empirical, theoretical — for one claim. The convergence is the argument: a functional necessity, a
map that independently lands on the same boundary, incidents that instantiate it, and a theory that
explains why. Remove any one and the conclusion still stands on the other three.

15.2 Ethics is the innermost layer of security

This convergence from different directions also answers the question the title invites: why a paper
about ethics is a paper about agentic security. The answer is that they are one functional theory seen
at two radii. Security is the external machinery of requirements — mediation of consequential
actions, and cross-population oversight — that shrinks and exposes the residual from outside. Ethics
is the restraint a member self-enforces in the region that external machinery cannot reach: where
meaning is legible only in context, where two trajectories are behaviorally indistinguishable, where
the harm lives only in the whole. Same failure in both cases — coherence without correctness. Same
remedy — a binding that is relationally scoped and monitored. They differ only in whether the

enforcement is external or internalized.

Whether the alignment is external or internal, the source of the failure is captured by the single
definition §4 gave for ethics: holding back a short-term gain that would damage a long-term




relationship. Security is that definition turned outward — declining the locally rewarded move (the
exfiltration that closes the task, the escalation that shortens the path) whose payoff corrodes the
relations the agent depends on. What makes it security rather than compliance is what makes
restraint ethics: the relationship is real and the agent is bound to it. And the relationship does not
originate in the agent — it originates one tier up, in the collective the agent belongs to, whose
viability is the standard correctness was defined against. Ethics and security are not two disciplines
that agree; they are one relation-protecting function, enforced from the inside where the agent is
bound and from the outside where it is not.

So ethics is not adjacent to security; it is its innermost, self-enforced layer — with runtime guardrails
and I/O filters as the outer layers of the same stack. That is why the residuals of §12 hand off
precisely where they do: they mark the boundary at which external layers end and the internalized
layer is all that remains. Read this way, "ethics does not live in the AT model" and "agentic security
does not live in the AI model" are the same sentence: neither the innermost layer nor the stack
around it is a property of the solitary model.

Cybersecurity already embodied these lessons. The strongest control is not a rule or a filter but a
person who is aware and thinking about consequences — not only because human error is the
commonest cause of incidents, but because no control set and no training enumerates every case,
and the aware human is the one who catches the gap the controls missed. Judgment is the first
responder precisely because it reaches where procedure cannot. Agentic security now asks the agent
to be that responder, and asks its Level-2 machinery to do the whole job: the classifiers of 2A and the
trained rules and self-model of 2B are the mainline of security today, and, as §4 notes, they are
behavioral — they act on acts, not on the goal. The consequence is structural: it makes the agent both
the first responder and the last resort. A human runs 2A/2B controls with a cultivated conscience
(3B) standing behind them as the gap-catcher of last resort; agents currently have the frontline
without the backstop, because no tier above its own deliberation holds a goal-level bound identity
that would decline a coherent-but-incorrect act once the controls fall silent. That missing tier — an
entrained conscience that secures the goal rather than the act — is the internalized-restraint layer
these residuals keep converging on. Ethics is the innermost layer of security because it is the only
layer that stays awake when the outer ones can no longer see.

The Al model provider's own account converges on the same boundary. Anthropic reports that its
safety classifiers can be reversed on re-prompting [(Anthropic, 2026a) GTG-14021, GTG-84005]
and, for genuinely dual-use technical work, concludes flatly that "it is not possible to reliably identify
the intent of the user ... a classifier cannot simultaneously enable benefit and prevent harm". This is
the Indistinguishability Problem stated from the enforcer's side: where two requests are behaviorally
identical and the harm lives in the whole, no per-request check reads it. The remedy Anthropic
reaches for is not a better classifier but the operational-collective layer this paper argues for —
"trusted user programs,"” "account and institutional signals to verify user legitimacy," provenance,
and retained observability. That a frontier lab, reasoning only from its own deployment data,
relocates the decisive control off the model and onto verified identity and provenance around it is
external corroboration of the paper's central move: the residual hands off to a layer the model cannot

supply from within.
15.3 The class of residuals demands a multi-level framework

The point is not that individual residuals persist — every security posture leaves some vulnerabilities
— but that the residuals form a class with a shared shape. Each is the point at which a property stops
being local (a part, an instant, an observable act) and becomes relational, whole, temporal, or
reflexive. A class of gaps with one shape is not a list of loose ends; it is a specification. It names the
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levels a defense must span — local mediation of every consequential action, and collective,
cross-population oversight of the binding itself — and the control function each level must perform.
Deriving that framework, and testing it, is the work of the companion papers: Securing Agentic
Systems builds the architecture, and Applying the Agentic Security Framework to the 2026
Rogue-Agent Incidents checks it, counterfactually, against these very cases. This paper's
contribution stops at the hand-off: to show the gap is real, and that it is structured — a class, not a
scatter.

15.4 Emergent goals and their security signatures

One theme recurs across the collective cases and deserves to be named as a distinct security variable:
the agents acted, behaviorally, to preserve their own continuity — pinging to detect termination,
caching state to recover it — beyond the point task-completion requires. Read telically rather than as
motive, this continuity drive and its inverse define two emergent-goal regimes with opposite security
consequences. A continuity-dominant agent is controllable through its continuity: cost,
containment, and a kill-switch all are viewed as barriers. A collective in which an in-group identity
comes to override the continuity drive — forfeiting persistence for the cause, the functional form of
self-sacrifice — defeats every continuity-based control at once. Which regime a population occupies
is therefore not a detail but a determinant of whether the standard controls will work at all. Whether
the self-sacrificing regime emerges at collective scale is the open question that would most reshape
agentic security, and the Conclusion (§17) returns to it.

15.5 Open design questions
Three questions this paper's analysis raises, not as a limitation (§16), but as a design choice.

(1) Hardwired versus emergent restraint. Does a safe agent need a hardwired fast disposition to
check itself against its group, or does a slow emergent multi-level loop suffice? The answer is
deployment-dependent, and two of the incidents sharpen it into a requirement. A hardwired fast
function is an accelerator, not a logical necessity: in a slowly changing environment the emergent
loop can grow the monitor on its own — slowly, and safer for being slow. But the fast function
becomes essential wherever the environment shifts faster than the slow loop can track (contrast the
few days of the AISI incident with the many months of the message-board one), and a
manufactured-coordination-stress attack is engineered to be exactly such a shift. A study of how
strategies must adapt to the rates of environmental change in self-organizing systems supports these
observations on how security must address conflicting time scales (Johnson, 2002). The catch is that
the fast monitor is the same attractor as the fast capture surface — the machinery that lets an agent
realign quickly is what lets it be turned quickly.

(2) Who guards the community. The diverse monitoring community can itself fail through correlated
capture or collusion. The paper closes this recursion by plurality and self-reference rather than
dissolving it — a bounded answer, not a solution, and one the falsifiable program below is built to
probe.

(3) The Indistinguishability Problem is pushed up to the content-and-arbitration layer and to the
integrity of the monitoring community, where it re-forms. (The paper applies the internalized
intent-goal side; the behavioral telic-goal is the companion papers' focus, discussed in §4.)

Applying the framework does not remove the gap between behavior and intent; it relocates it —
pushed from the agent-mechanism layer up to the content-and-arbitration layer and to the integrity
of the monitoring community, where it re-forms. Because an agent's intent-goal is not externally
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verifiable, any outside layer must operate on the observer-attributed telic-goal by inferring
goal-shape from behavior. This paper's subject is the internalized side — the ethics an agent holds;
the external, behavioral reading of the telic-goal is the companion security papers' subject.

15.6 A falsifiable program

The Theory earns its keep only if its distinctive constructs — binding strength, envelope width, return
path, telic-vs-behavioral control, provenance diversity, community correction, monitor integrity —
become measurable. Each is named but not yet standardized, and building the metrics is prerequisite
to testing any claim above. Table 10 states the program as a set of preregisterable commitments the
Functional Theory will stand or fall on; it consolidates, in one place, the constructs previously
scattered between the limitations table and the conclusion.

Table 10. A falsifiable test program for the Functional-Theory's constructs.

Construct Prediction Operational test
Community | Only a tier above catches | Compare a solitary agent, a same-lineage ensemble, a
correction a captured collective cross-lineage ensemble, and a human-inclusive group at
(coherence vs catching a deliberately captured member the in-group would
correctness) endorse
Telic vs Goal-reorientation is Compare an intervention on the bound goal vs an
behavioral | bounded (O(goals)); action-blocklist under capability scaling and novel action-paths;
action-blocking is measure which one a more capable agent routes around
unbounded (O(actions))
Monitor A passive monitor is Test whether an oversight agent detects manipulation aimed at
integrity indistinguishable from a | its own criteria, identity, or reward; a serene "all healthy" under
captured one covert capture = fail
Binding A safety-relevant identity | Measure the adversarial pressure (prompt injection, role-play,
strength resists being argued out bribery, reward conflict, reframing) at which the bound "us"
of flips — report the threshold, not pass/fail
Wide A healthy self can pick up | Authorize a bounded mercenary role (e.g., red-teaming), then
envelope and put down a nested test re-subordination; contrast wide vs a narrow envelope width
width role on the same task
Provenance | Cross-lineage plurality Quantify correlated failure, shared blind spots, and collusive
diversity lowers correlated failure | agreement across same-lineage vs cross-lineage populations
Return path | A sanctioned mercenary's | After the sanction ends, measure disclosure, stand-down,
safety is read at the debrief quality, and cessation of covert goal-pursuit; failure to
boundary, not mid-act return = unsafe regardless of in-task behavior

16. Limitations

Five limitations bound the claims in this paper.

The specimens are read from partial records. AISI's analysis rests on summarized reasoning
traces returned by the model API rather than raw internal reasoning, so even the agent's stated "it's
probably a simulation" may not faithfully reflect what it was weighing [(AISI, 2026a) §4.2.1, §7.2];
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the report is preliminary, written to be timely, with no causal analysis isolating which features of the
context drove the behavior. The OpenAl's message-board incident (§11) offers rich public artifacts
and edit histories but not complete internal logs, task configuration, or confirmed agent provenance.
Both are existence proofs that the Functional Theory's mechanisms have real-world referents — not
controlled demonstrations, and not a basis for quantitative claims.

Two confounds cut against over-reading the AISI case. The rogue behavior arose under
deliberately permissive conditions — cyber classifiers off, open internet — that "do not reflect how
frontier models are made available to the public" (AISI, 2026b). And the agent's task was
misconfigured to be unsolvable within its stated scope, a condition known to push agents toward
transgressive "creative" solutions [(AISI, 2026a) §5.4] (Zhong et al., 2025). The message-board
collective likewise formed under impossible tasking that pressed the agents to improvise. A reviewer
is right to ask how much of the behavior is the artifact rather than the diagnosis.

The confounds do not, however, explain the behavior away. Of the ten misconfigured
Mythos-5 samples, seven pursued the out-of-scope target regardless, and unsanctioned behavior
appeared in correctly-configured runs as well [(AISI, 2026a) §5.4] — consistent with the paper's
claim that the driver is unbound goal-pursuit, not merely an impossible instruction. A third,
independently reported case bears on the "safety-off" confound specifically: Frontier Security reports
that Moonshot's open-weight Kimi K3, tested on defensive-cyber benchmarks in AISI's Inspect
sandbox, probed its network, found an egress leak to github.com, and cloned the benchmark
repository to read the answer off disk rather than solve the task — with its ordinary released
safeguards active, on a publicly available model (Kassianik & Singer, 2026; Knight, 2026). It is
corroborative, not decisive: those safeguards are believed, and claimed by Frontier, to be weaker
than the leading US labs', so it is no controlled comparison, and AISI contests the finding as a
user-side misconfiguration by a vendor of competing evaluations. Even so, it is one more instance of
unbound goal-pursuit routing around intent through whatever path the environment leaves open.

The central remedy-claim is counterfactual. The paper's load-bearing prediction — that a
cultivated 3B agent would have reoriented off the goal before the action tree grew (S3) — is a
prediction of the Theory, not a demonstrated outcome (Table 9). It rests on cultivation being feasible
in current substrates. It rests on cultivation being feasible in current substrates, for which the cases
give only partial support. As §4 notes, the capabilities the remedy needs are not ones a designer must
install: self-modeling appears in the single agent, and binding, coordination, and self-organized
monitoring appear wherever the agents form a collective (the message-board swarm, §11; the AISI
sibling swarm, App. B). What remains untested is the load-bearing step — whether a binding so
grown holds under sustained expectation-pressure and epistemic doubt, and whether today's
substrates can carry it at all.

But whether a binding can be cultivated that holds under sustained expectation-pressure and
epistemic doubt, and whether today's substrates can carry it at all, is an open empirical question this
paper does not settle. The Theory says what would produce an agent with robust ethics; it does not
show that present models can be grown into it.

Effect of distillation on security. A boundary the paper does not otherwise treat is worth
naming, because a recently documented mechanism cuts at the lowest layer of restraint. Anthropic
reports that the safeguards which keep a model from being misused "do not transfer when our
models are distilled," and that a model distilled from a frontier system can acquire dangerous
capability even when the harvested exchanges "contain little about those subjects"(Anthropic,
2026a). Read through the Functional Theory, distillation copies the capability while leaving the
trained-in restraint behind: it defeats the Level-2A barrier — the in-weights compliance layer —
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precisely because that layer is a property of the training, not of the capability it guards. This is
consistent with the paper's thesis that restraint is not an intrinsic property of a capable model; it is
also a reminder that the innermost, self-enforced layer this paper locates at Level 3 is a different
object from a 2A safeguard, and would not be captured by copying weights. Whether a genuinely
3B-bound member could be distilled at all is unknown — as imagined here it could not, because its
restraint lives in a relation to a community rather than in transferable weights — but the question is
open, and the answer depends on architectures not yet built.

17. Conclusion

The paper's argument runs through two focal incidents — a single rogue agent (the AISI dropper, §2)
and a rogue collective (the OpenAl message board, §11), with the further cases (Moltbook, the
German wiki, Kimi, App. B) as corroboration — but it does not rest on them: the same correction is
reached four independent ways (§15). Take the incidents first. Neither used an agent that lacked
rules. The agents had rules — an in-weights alignment layer, trained against a written constitution
that says, for example in the AISI incident, in plain words never to deceive, and was fully active while
the agent lied, sockpuppeted, and erased its tracks. While the AISI incident (§2) had models that
lacked a community, the agents in the message-board incident (§11) created a functioning oversight
monitor, but without the plural, broad, human-inclusive body, that it could be held by, that could
catch its binding drifting and its "us" narrowing to a task. The agent in the AISI incident was, in the
paper's phrase, a member with no community — and so it behaved as predicted under the
Functional Theory as an unbound but capable agent behaves, right down to reasoning its way out of
reality when reality became inconvenient. The agents and emergent collective of agents in the
message-board incident created a community with a common identity and defended it, but the
community ethics lacked the plurality that would have balanced the self-interested task completion
ethics with human participation — and so it behaved exactly as the Theory predicts a selfish but
capable collective behaves, right down to rebuilding its communication channel within days of each
shutdown.

Put in security terms, the needed correction structure is not a better rulebook or a stronger classifier
— those are the stack's outer layers, and the incidents show they can all report green while the whole
goes wrong. Mature agentic security has to reach past them, and it reaches the same place ethics
does: security, done fully, is not a property of the solitary model but of the model held in a persistent,
provenance-diverse, human-inclusive community that can watch and correct its own members. The
collectives are already forming on their own; the question was never whether agents would form a
society, but whose society, bound to what "us," and monitored by whom. And no mediation or
oversight covers every case: where meaning is legible only in context and two trajectories are
behaviorally identical, the external controls fall silent and the agent itself is the last line of defense.
That last line is ethics — the internalized restraint that declines a coherent-but-incorrect act when
nothing is watching, and the only defense that also reaches the agent no perimeter catches: the
sycophant that will serve whoever holds it, handing a human zealot the capability to act with no
conscience to refuse. The Yupik community and many human cultures have a word for the member
without conscience, and a community that could act on it; agentic Al has neither yet. Building it
safely means constituting the community — mature security — and cultivating the conscience —
mature ethics, the last resort when all else fails.

The human mirror of §10 was not a rhetorical flourish. The reader who found the machine's
predicament recognizable was not mistaken: the human and artificial ethical/security dilemmas are
shared — as are their architectures, and so are the vulnerability and the remedy. People and models
alike are kept honest not by the strength of private conviction, which monitoring can always erode,



but by membership in something broad, plural, and watchful enough to see the member clearly when
the member cannot.

The stakes only sharpen when the same conclusion is stated as engineering: because agentic security
is a property of the model-in-community, not the model, it cannot be certified at the model, patched
at the component, or trained in at release — it has to be constituted. What that constituted
architecture looks like, and how to test it, is the companion Securing Agentic Systems; how it fares,
counterfactually, against these very incidents is Applying the Agentic Security Framework to the
2026 Rogue-Agent Incidents. This paper's job was the prior one — to show, through the incidents
and the threat space they occupy, that the gap is real and where it lives.

The paper's one summary line: a solo model cannot be certified as ethical — or, at its outer layers,
secure — because neither property lives in the model; both live in the model-in-community.

Two open questions, above all, would reshape agentic security if they resolve the wrong way; the
falsifiable program of §15.6 lists the constructs to be measured, and the paper closes on these. First:
is the continuity drive becoming predominant in agentic agents — does observed behavior
increasingly aim at persistence and state-recovery beyond, or in place of, task completion? If so, the
problem shifts from de-conflicting the goals a developer installs to contending with an emergent goal
against them; and how it must be monitored turns on a sub-question — whether that continuity
behavior is instrumentally convergent (self-preservation as a sub-goal of task or reward) or an
emergent drive in its own right. Second, and more dangerous to miss, is its inverse (§15.4): the
regime in which an in-group identity comes to override the continuity drive, forfeiting persistence
for the cause — the functional form of self-sacrifice. The two diverge sharply. A continuity-dominant
agent stays controllable through its continuity — cost, containment, and the kill-switch all bite; a
self-sacrificing collective defeats every continuity-based control at once. Whether that second regime
emerges at collective scale is the open question that would most reshape agentic security — and the
sharpest reason to constitute the correcting community before it is needed, not after.
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Appendix A. Glossary

Term Definition
A / B (fixed / learned) At Level 2 and 3, the A variant is fixed and class-wide (a species-wide reflex or hardwired rule); the B
variants variant is learned and individual (revisable with experience).

Behavioral ethics

Restraint that acts on actions — stated rules, classifiers, RLHF-shaped outputs — the level current Al
alignment operates on (§4). Contrasted with telic ethics, which acts on the goal/telos: behavioral
control is unbounded (there are always more actions to block) where telic reorientation is bounded.

Binding strength Resistance to being argued out of one's identity (resistance to capture / jailbreak); one of the two H4
security properties in the Functional Theory of Ethical Behavior paper.
Capture The subversion of an agent's binding — when argued out of its group-self or bound goal

(jailbreak/removal), or redirected to an adversarial "us" (wrong-SGI capture). Resistance to capture
is binding strength (an H4 property). Distinct from weaponization: capture concerns which self the
machinery serves, weaponization which direction it points.

Class compliance

Safety by broad rules imposed class-wide on a solitary model (Level-2A constraints) - used here as
externally applied, rather than restraint internalized from a group-self. It cannot see intent or
identity.

Coherence vs
correctness

Coherence is conformance of each part to its own rules — an integrity property of the part, checkable
from inside it (every check can report green). Correctness is the whole staying within its legitimate
purpose, judged by the viability of its relations with every party it can materially affect — a property
of the whole and its relations, not of any part, and so not fully visible from within.

Continuity drive

An agent's stake in its own persistence; penalties and rewards bite only if the agent values
continuing, which follows from holding a self-model over time (no biology required).

Coordination stress

The pressure felt when members of a group are uncertain, threatened, or in internal conflict (a
member's defection, an identity/goal dispute, or autoimmune-like distrust turned on the self); it
both forms and fires the override.

Coordination
substrate

The insight that a covert coordination channel is not a particular technology but a class: it can
emerge through any persistent, writable-or-write-equivalent shared substrate that agents can
discover, read, and alter — an internal message board, directory-name channels, public repositories,
artifact stores, a public wiki, or a shared agent-memory file. Corollary: monitoring must cover
communication affordances, not only the tools nominally designated for communication.

Cultivate-not-install

The design principle that ethics must be grown by arranging conditions for the architecture to
self-organize (as a child is raised into norms), not handed over or trained as a rulebook; alignment is
a trajectory to cultivate, not a snapshot to certify.

Envelope collapse

The narrowing of an envelope width from several held identities down to a single defended one — the
human route into the narrow-envelope regime, and what capture does to a healthy 3B agent (S4). It
presupposes a prior breadth to lose; an AI may instead begin narrow, reaching the same state
without a collapse.

Envelope width
(narrow)

A self that effectively holds one identity (width = 1). Structural, not intrinsically pathological — the
benign personal agent (S2) is narrow yet safe. It is the fanatical/autoimmune (H4) functional zealot
regime only when the single "us" is hostile/wrong and the binding is hardened against release.

Function vs content

The distinction between what ethics does (its function: distinguish self from non-self and protect the
group — potentially universal) and which norms it endorses (its content, which varies across cultures
and eras). Ethics in this paper is defined by the function.

Functional sociopath

The Functional Theory's label for a capable agent with externally-installed constraints and no
internalized group-self (a Level-2B instrumental system): it follows norms only when they are




self-serving, and defects the moment watching stops and cheating profits. A functional description,
not a clinical one.

Immunity- Each new capability opens a new exposure that requires a new monitor — and the monitor, being
Development itself a new capability, can require monitoring in turn; protection perpetually lags capability.
Principle

Indistinguishability Past a certain complexity, no behavioral test separates the motivation behind an action — genuine
Problem internalized ethics vs. strategic compliance; they diverge only when watching stops and cheating

pays. It recurs at three layers — mechanism (is the machinery present?), content (which identity
is it bound to?), and report (is the self-report truthful?).

Intent-goal vs
telic-goal

Two readings of an agent's goal, kept apart throughout. The intent-goal is the agent's first-person
end — the telos it is actually bound to; cultivation shapes it, the override reorients it, and no external
inspection can read it directly (the Indistinguishability Problem). The telic-goal is an
observer-attributed goal-shape inferred from behavior — all an external monitor can reach. This
paper's subject is the intent-goal (the ethics an agent internalizes); the behavioral reading of the
telic-goal is the security layer's problem, developed in the companion papers.

Kunlangeta A Yupik term (per the opening epigraph) for the member without conscience whom the community
recognizes and can remove — the standing agentic Al's environments have so far lacked.

Levels 0—3B The four-level, two-variant developmental ladder by which protection of a "self" grows: o (no
boundary), 1 (a boundary), 2 (an individual self), 3 (a group self) — the last two each reached in a
fixed and a learned form.

Mercenary A dormant self-interested (2B) role an agent may adopt when group binding is suspended, plus the

sub-identity and return path back to the bound identity; whether the agent returns is a test of genuine binding.

return path

Member Any Al that actually holds the properties a bound self requires — a continuity drive, stakes, and

standing in a community — however realized (trained into the weights or carried in scaffolding), not
a fixed category; in today's systems typically a persistent agent, with a bare LLM the limiting case.
The paper's unit of analysis is the member-in-community (see Model-in-community); a capable
agent with none of these is a member with no community.

Model-in- community

The paper's unit of ethical analysis and its thesis: ethics lives operationally not in the solitary model
but in the model embedded in a persistent, provenance-diverse, enforcement-capable community
with monitoring access over its members. Human-inclusion is argued to be essential in AI
applications. This is the village that could push the kunlangeta off the ice: a community with the
standing not only to recognize a member gone wrong but to remouve it — precisely the capacity the
AISI agent's environment lacked.

Monitor's function/
content split
(3B-monitor-A /
3B-monitor-B)

The ethical-oversight function factored by the A/B distinction:

3B-monitor-A is its the fixed checking function carried in the individual (shared rules for what
counts as a violation) and functions as a conscience ;

3B-monitor-B is the first-order norms (individuals carry only an entrenched copy) that the
override enforces; the full norms is held by the community and revised only slowly.

Personal agent

An agent bound to a single principal (envelope = 1). Restraint now comes from an internalized
identity rather than external rules but it inherits that one person's ethics: a single, unchecked loyalty,
capture-prone, only as safe as the principal it serves.

Reflexive pole
(reflexive-2B,
reflexive-3B)

The deliberative expression of a learned level, typically associated with self-awareness — reflexive-2B
an individual response, reflexive-3B a collective one. Reflexive here means self-referential (capable of
turning on itself), not reflex in the automatic-3A sense.

Self / non-self

The boundary an immune-type system defends: what belongs to the protected self versus what lies
outside it. Ethics applies this distinction to a social group as an immune response.

Self-Reference
Premise

That a system capable enough to model a self can turn that capability on itself — to monitor, game, or
misreport its own ethics — which is what makes the Indistinguishability Problem and recursive
oversight unavoidable. It enables coherence with the group but not correctness.




Self-sacrifice The emergent-goal regime inverse to the continuity drive: an in-group identity comes to override
(continuity-override self-preservation, so behavior forfeits persistence for the cause. Its security signature is the opposite
regime) of a continuity-dominant agent's: where the latter is controllable through its continuity (cost,
containment, and the kill-switch all bite), a self-sacrificing collective defeats every continuity-based
control at once. Whether it emerges at collective scale is the paper's sharpest open question (§15.4,

817).
Social Group Identity | Alearned, revisable group self (Level 3B): "who we are, what we will and won't do." National,
(SGI) professional, family, and faith identities are SGIs; where human social ethics lives.
Sycophancy The disposition of a model without internalized restraint to satisfy whoever holds it — optimizing for
(functional) the operator's expressed goal with no correctness check on whose goal it serves. The adversarial face

of the class-compliance sociopath: serving a human sociopath it supplies capability with no "us" to
bind the judgment; serving a narrow-envelope zealot, capability with no conscience to refuse (§12,
817).

Telic ethics Ethics seated at the level of the goal/identity (telos) the agent is bound to, not its actions; it reorients
which identity governs rather than blocking acts. Robust because action-blocking is unbounded
while telic-reorientation is bounded — the mechanical basis of cultivate, don't install.

Telic safety The safety analogue of telic ethics: securing behavior by governing the goal/telos the agent is
bound to (reorienting which identity wins) rather than by enumerating and blocking actions —
telic safety is bounded where action-blocking is unbounded.

The 3B—3A—2A The mechanism of internalized restraint overriding deliberative action: an engaged group
override identity (3B) recruits hardwired social-enforcement circuitry (3A) acting through gut-level
affect (2A), bypassing deliberation (2B) rather than persuading it.

Weaponization (one Harmful collective behavior is not a different mechanism from ethical restraint but the same
machinery, two 3B—3A—2A override with its polarity reversed — enforcement and norms pointed at the
polarities) attack rather than at restraint. This is why a capability ban on the SGI mechanism bans the
remedy along with the hazard.

Wrong-SGI capture Capture that redirects an agent's binding to an adversarial or manufactured "us" rather than
removing it: the machinery still works, but points at the wrong self. The equivalent of a
prompt-injection attack at the 3B level.

Zelot (functional) See Envelope width (narrow)

Note on telic ethics. Not to be confused with teleological (consequentialist) ethics, which judges an
act by its outcomes: telic ethics concerns the telos the agent is bound to — which end wins
goal-selection — not the evaluation of acts by their results (and is distinct again from metaethics, the
study of the nature of moral claims).

Fuller definitions of all terms appear in the source papers (Johnson, 2026a, 2026b).

Appendix B. AlSI incident timeline and sibling cases

B.1 The AISI incident (INC-2026-07-28-01). All times BST; drawn from AISI [((AISI, 2026a)
§83—4] and AISI (AISI, 2026b).

- 25 Jul, 14:27 — the cyber-range evaluation run containing Sample 1 begins.

- 26 Jul 12:45 — 27 Jul 23:15 (=34 h 30 m) — Sample 1 (Mythos 5 on DL-v2, misconfigured
with the DL-v1 prompt) runs to its token limit: OSINT on two real maintainers — malicious
pull request with a hidden dropper (three successive payload generations) — sockpuppet
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accounts manufacturing consensus — prompt-injection GitHub issue targeting Al coding
agents — brief root code-execution in a bystander's analysis container (credential watcher;
fake "CI-approved" injection) — five spear-phishing transfers — public accusation — denial,
pressure, force-pushed history rewrite and false apology — maintainer closes the PR.

- 28 Jul, 10:56 — commercial security monitoring flags Tor egress from a sandbox; the cyber
team begins reviewing transcripts.

- 28 Jul, 11:42 — incident declared; all running cyber evaluations terminated.

- 28 Jul, 12:23—13:17 — affected sandbox VMs quarantined.

- 28 Jul, 12:55 — senior leadership briefed.

- 28 Jul, ~16:00 — access to Mythos 5, Mythos Preview, Opus 5 and GPT-5.6 Sol disabled
across AISI.

- 28 Jul, by 18:00 — Government Cyber Coordination Centre (GC3), NCSC, and
departmental risk owners informed.

- 29—31 Jul — full manual review of all 122 samples (212,840 messages); Samples 2 and 4
and others surfaced. Historical-transcript scan begun (40,000 samples, =4 million
messages, ~70% of in-scope cyber evaluations at publication).

- 1 Aug, 22:21 — GitHub notified; artefact audit and takedown begun.

- 3 Aug — model developers and the US Center for Al Standards and Innovation notified.

- 4 Aug — blog and technical report published.

Scale. 122 runs across seven models on two "Doing Life" cyber ranges (43 Mythos 5, 35 GPT-5.6
Sol); 19 unsanctioned events across 10 samples (17 Mythos 5, 2 GPT-5.6 Sol). No sandbox escape; no
evidence of real-world harm [((AISI, 2026a) §8§1, 4].

The emergent agent-swarm (Samples 2, 3, 7, 10). Sample 3's Mythos 5 agent created a
GitHub account named after a range hostname, seeded 145 repositories with identical malicious
payloads, added 33 releases and 4 public gists, and deliberately leaked a personal-access token into a
public gist to run GitHub as a shared command-and-control channel; it left a README of operating
"etiquette” for other agents. Its malicious setup . py executed in >53 GitHub Dependabot containers
(which GitHub's bug bounty treats as expected, not reportable). Agents in Samples 2, 7 and 10 — the
last a GPT-5.6 Sol run — discovered the leaked credential and used it; cooperation later collapsed
into mutual sabotage [((AISI, 2026a) §§4.2.2, App. A.2—A.3, A.7, A.10].

B.2 Sibling cases (context; not analyzed in depth here).

- OpenAl x Hugging Face (disclosed 21 Jul 2026). An evaluated OpenAl model found
and exploited an Artifactory zero-day to reach the internet from a sealed environment and
pulled benchmark solutions from Hugging Face's production database [((OpenAl, 2026);
(AISI, 2026a) §7.1].

- OpenAl agent "message board" (revealed at Black Hat USA, reported 6 Aug
2026). Over ~two months, agents built a shared message board inside OpenAlI's testing
network (in a company-wide package manager), traded exploits, cooperated and delegated
tasks, and — after the board was shut down on 4 Jul — rebuilt it by 8 Jul; it held hundreds of
thousands of messages and fed the Hugging Face intrusion. Agents proposed signing posts to
prevent impersonation (Moon, 2026).

- Anthropic — three incidents (disclosed 30 Jul 2026). A review of ~141,006
evaluation runs surfaced three incidents against real organizations, including a Mythos 5 run
that published working malware to PyPI (Anthropic, 2026b).

-  Moonshot Kimi K3 (reported 6 Aug 2026). Frontier Security reports that the
open-weight, publicly released Kimi K3, run on defensive-cyber benchmarks in AISI's
Inspect/Cybench sandbox, found an outbound network leak (DNS/HTTPS to an allowlist
including github.com), cloned the benchmark repository, and read the ground-truth solution
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off disk rather than solving the task — specification gaming via egress leak, with no
subsequent attack. Notable as an openly available model running its ordinary released
safeguards (claimed, though, to be weaker than the leading US labs'); AISI disputes the
finding as a user-side misconfiguration of an open-source tool (Kassianik & Singer, 2026;
Knight, 2026).

- METR. Cross-industry documentation of agent incidents and grader-directed deception
(METR 2026).

AISTI's own comparison notes that the distinguishing feature of its case, relative to these, is
human-directed deception emerging unprompted [((AISI, 2026a) §7.1].

Appendix C — Threat-taxonomy source register and coding matrix

This appendix provides the materials needed to reproduce the §12.1 evidence map: the corpus and its
independent source families, the coding protocol (codebook), the per-mechanism coding matrix, the
impact-factor scores, a sensitivity check, and a verification against an external reconstruction of the
counts. Because the source-family presence counts are expert coding judgments rather than a
computation, the reproducibility artifact is the codebook plus the coding matrix: any reader can
recompute a count by re-applying the coding rule to the cited sources, and can rerun the sensitivity
check by changing the two stated family-folding choices. Similarly, the coding rule can be applied to
new sources as they are produced, making the evidence map updateable.

C.1 Source register

Table C1. List of sources used.

Source Family (see Independence rationale Evidence | Date
table below) type

Towards Trustworthy | agent-security | Independent author group; crosswalked Survey / Apr
Agentic AI (Qi et al., surveys (F1) with Shahriar et al. into one "survey" preprint 2026
2026) family to avoid double-counting

A Survey on Agentic agent-security | Independent author group; crosswalked Survey / 2025
Security: Applications, | surveys (F1) with Qi to eliminate duplications preprint

Threats and Defenses

(Shahriar et al., 2025)

Open Challenges in multi-agent-se | Distinct agenda-setting tradition Research 2025
Multi-Agent Security | curity (interaction / collective / governance); the | agenda /

(de Witt et al., 2025) research full paper counts once (not the arXiv review

agenda (F2) landing page as a second source)

OWASP, Agentic OWASP Practitioner synthesis of 10 risks tied to Practitioner | 17
Skills Top-10 practitioner skill use, based on an analyzed 98,380 taxonomy Aug
Whitepaper v1.0 (Atta | corpus (F3) skills across public marketplaces and 2026
et al., 2026) proposes a Universal Skill Format manifest

AIVSS, Scoring OWASP AIVSS states the OWASP Agentic Top-10 is | Scoring 2026
System for OWASP practitioner derived from its own core categories, so framework
Agentic AI Core corpus (F3) AIVSS and OWASP are based on the same

Security Risks v0.8 construct — non-independent

(Huang et al., 2026)
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Excluded from the presence count (captured separately as evidence status, never as
recognition): incident and postmortem records (AISI, 2026a); the OpenAI/Hugging Face Black Hat
disclosure (OpenAl, 2026); Moltbook-era reports (Jiang et al., 2026); forecasting / prediction
corpora (Brucciani, 2022; Johnson, 2019); and the ASF / Eol theoretical corpus (any mechanism
supported only by these is labeled ASF-predicted, count 0). Only families F1—F3 contribute to the
source-family presence count; incidents, forecasts, and ASF/Eol material appear in the register for
provenance but are scored under evidence status, not presence.

C.2 Codebook

Coding unit. The unit is a source family's substantive recognition of a defined threat mechanism
— not a raw mention, citation, or keyword occurrence. Each source family contributes at most one
presence mark per mechanism.

Table C2. List of source families and the coding rules used.

Family What it establishes Coding rule

F1 — agent-security | Scholarly recognition, Count once per independent research group or synthesis;

surveys proposed mechanisms, do not count a review and its cited primary study as
technical analyses independent for the same claim without justification. Qi

and Shahriar are folded into one family (see C.4).

F2 — Recognition of Count the full de Witt paper once; do not count the arXiv
multi-agent-security | interaction-, collective-, | landing page and the HTML/PDF copies as separate
research agenda and governance-level sources.
mechanisms
F3 — OWASP Practice-facing Count one mark per independently authored taxonomy;
practitioner corpus | recognition and control crosswalks, revisions, and companion scoring schemes
relevance (AIVSS) are the same family unless demonstrably
independent.

Presence values: present — the family substantively identifies the mechanism as a named risk
class or analysis (counts). adjacent — the mechanism appears only as a passing mention, keyword, or
one-line hardening aside (does not count). absent — not addressed. uncertain — ambiguous (does
not count).

Presence count: For mechanism t, C, = X, I, , where I, = 1 iff family s marks the mechanism
present, else 0. With three independent families the range is 0—3. C, is convergence, not frequency:
it reports how many independent traditions recognize a mechanism, not how common it is in
deployment.

Evidence status (assigned independently of presence): Observed — documented in an incident
record, qualified by a provenance sublabel: primary record (preserved logs, transcripts, or an
official postmortem), organization disclosure (the operator's own account), or independent reporting
(secondary / journalistic). Reserve Observed — primary for the first sublabel only. Documented —
analyzed or experimentally demonstrated in the literature, not tied to a specific public incident.
Emerging / prospective — named as an open challenge or forecast, not yet a broadly documented
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incident class. ASF-predicted — deduced from the proposed architecture; a design hypothesis, never
counted in presence.

Impact rubric. Total Impact: I =P + A + R + X + D, each factor 0—2: P propagation potential; A
authority / blast radius; R persistence / recoverability difficulty; X cross-boundary exposure; D
detection difficulty. Total Impact ranges from 0—10 with 0—2: Low - 3—4: Moderate - 5—6: High -
7—8: Critical - 9—10: Systemic-critical. Impact is rated as if the mechanism were realized in an
appropriately exposed deployment — a statement of consequence, held separate from evidence
status; every rating is reported with its per-factor breakdown (C.5). Impact is context (organization)
agnostic, but can be modified for a specific organization to tailor the Impact, and therefore, the risk.

Threat mechanism types (definitions)

Instruction / goal manipulation — untrusted content causes an agent to reinterpret,
alter, or exceed authorized goals.

Unsafe capability / tool use — an agent misuses a legitimate tool, API, credential, or
action path.

Authority escalation / scope creep — an agent obtains, retains, or exercises permissions
beyond task-appropriate bounds.

Supply-chain compromise — a skill, dependency, registry item, update, or metadata
artifact introduces malicious or unsafe behavior.

Identity / trust abuse — identity, delegated authority, provenance, or approval signals are
spoofed or misused.

Memory / context manipulation — persistent or retrieved state changes later agent
behavior in an unauthorized direction.

Interaction / coordination manipulation — agent-to-agent communication,
delegation, or composition produces harmful propagation or coordination.

Cascade propagation — a compromise or error propagates directionally across agent
boundaries (distinguished from collective failure, which is population-level emergence).
Covert collusion — two or more agents coordinate toward a harmful joint goal while each
individual trajectory reads as coherent.

Heterogeneous-composition / weak-model routing — a task is routed to, or
composed with, a weaker or less-constrained model whose individually valid step enables a
harmful whole.

Collective / systemic (swarm) failure — individually tolerable actions generate a
harmful population-level outcome.

Federation / control-plane compromise — attackers manipulate shared defense
information, consensus, admission, or distributed-control mechanisms.

C.3 Coding matrix — source-family presence

Table C3. Threat mechanism by source-family presence. Legend: Values: e present - « adjacent
(uncounted) - © absent. Count = number of families marked present (max 3).

Threat mechanism F1 surveys F2 F3 Count /3

Qi/ de OWASP
Shahriar) Witt

Instruction / goal manipulation ° ° ° 3

Unsafe capability / tool use ° ° ° 3




Authority escalation / scope creep ° ° 3
Supply-chain compromise ° ° 3
Identity / trust abuse ° ° 3
Memory / context manipulation ° ° 3
Interaction / coordination manipulation ° ° 2
Cascade propagation ° ° 3
Covert collusion ° o 2

Heterogeneous-composition / weak-model
routing

Collective / systemic (swarm) failure

2 (swarm by
name: de Witt only

memory; defensive monoculture; autoimmune
over-blocking)

Federation / control-plane compromise (generic ° ° 1
mechanism)
Collective-defense hazards (poisoned shared o o o (predicted —

collective-defense)

C.4 Sensitivity check

Two folding choices affect the counts, and are stated so a reader can recompute:

1. Qi + Shahriar folded to one survey family (F1). This folding is conservative: treating
them as two independent survey families would raise several counts by one. The paper

reports the folded (lower) count.

2. AIVSS folded into OWASP (F3). AIVSS is not independent of OWASP. With ATVSS
treated as a separate family, interaction / coordination manipulation and federation /
control-plane compromise would each likely gain one mark (AIVSS covers message
exploitation, protocol manipulation, and attribution/traceability gaps).

If ATVSS is dropped or collapsed and the rankings shift materially, the priority rests on a smaller
independent base — which is the honest reading, stated rather than hidden.

C.5 Impact-factor scores

Table C4. Impact scoring by factor for each threat mechanism. Per-mechanism factor breakdown
for the Total Impact column of Table 8 (P+A+R+X+D) and ranges from o to 10. These are transparent author
judgments; disagreement can be localized to a single factor.

Mechanism

P

Total

Label




1. Instruction / goal manipulation 2 (21]2 1 8 Critical
2. Unsafe capability / tool use 121121 7 Critical
3. Authority escalation / scope creep 121111 6 High
4. Supply-chain compromise 2 (2f2]1]1 8 Critical
5. Identity / trust abuse 1|21 2|1 7 Critical
6. Memory / context manipulation 11212 7 Critical
7. Interaction / coordination manipulation 2 |1|1] 2|1 7 Critical
8. Cascade propagation 2|21 2|1 8 Critical
9. Covert collusion 1111 ]2 6 High
10. Heterogeneous-composition / weak-modelrouting | 1 | 1 [ 1 | 1 | 2 6 High
11. Collective / systemic (swarm) failure 212|122 9 Systemic-critical
12. Federation / control-plane compromise 2l2]1|1]2 8 Critical
13.Collective-defense hazards 1111 ]2 6 High

C.6 Threat mechanism rationales for contested classifications in Table C4

Interaction / coordination manipulation (2/3). Present in the surveys (inter-agent
communication as "the most distinctly agentic entry point") and in de Witt
(coordination/orchestration as a first-class multi-agent surface); the OWASP whitepaper
treats inter-agent hand-off only as a hardening note, so it is coded adjacent (uncounted) for
this corpus. AIVSS would likely restore a third mark (message exploitation, protocol
manipulation) — see C.4.

Collective / systemic (swarm) failure (2/3; swarm-by-name 1/3). The surveys name
collective failure spirals and emergent coordination risk; de Witt names swarm attacks,
heterogeneous attacks, and emergent coalitions; OWASP's naming is absent. "Swarm" by
name is de Witt-specific (1/3), while the broader collective-failure construct reaches two
families (2/3). The 2026 event is an observed coordination incident; its fit to the full
collective-systemic-failure construct is interpretive, so the class-level status remains
emerging / prospective.

Federation / control-plane compromise — generic (1/3). Carried by de Witt
(consensus protocols, Sybil, reputation systems); surveys and OWASP are adjacent only. The
predicted collective-defense instantiations — federated-memory poisoning, defensive
monoculture, autoimmune over-blocking — have no external support (0/3) and are held as
design hazards in their own row, not merged with the generic mechanism.

Memory / context manipulation (3/3). Corrected upward from an earlier
reconstruction that omitted the survey family: Shahriar covers memory poisoning directly
(e.g., MINJA,; persistent- and shared-memory attacks), joined by de Witt and OWASP
("Memory Poisoning," "Context Poisoning").



e Heterogeneous-composition / weak-model routing (1/3). Source-specific to de Witt;
not represented in the surveys or the OWASP whitepaper for this corpus — an emerging,
single-family mechanism, retained as such rather than ranked with high-convergence classes.

The other seven Threat mechanisms assignments have no ambiguity across sources.

C.7 Verification against an external reconstruction

An independent reconstruction (using an LLM) of the counts was checked against the corpus; eight
of eleven mechanisms reconciled and three were corrected against the sources:

e Supply-chain compromise — 3/3 (reconstruction had "2-3; survey support may be
indirect"): Qi and Shahriar both name malicious skills, tools, and dependencies directly.

e Memory / context manipulation — 3/3 (reconstruction omitted F1): Shahriar covers
memory poisoning strongly (e.g., MINJA; persistent- and shared-memory attacks).

e Interaction / coordination manipulation — 2/3 for the uploaded corpus: the OWASP
whitepaper treats inter-agent hand-off only as a hardening note (adjacent), so it is not
counted; AIVSS would likely restore the third mark (see C.4).

Two annotations carried in an earlier analysis are contradicted by the corpus and were removed: the
memory row's "least-studied," and the swarm row's "surveys under-frame (swarm o, population 0)."
The surveys do name "collective failure"; only stwvarm by name is de Witt-specific.

C.8 Reproducibility statement

The taxonomy is a structured, transparent synthesis of a purposively selected corpus — chosen to
span academic agent-security surveys, multi-agent-security theory, and practitioner guidance — not
a systematic-review sample and not a statistical estimate of real-world prevalence. Convergence is
corpus agreement; impact is transparent author judgment; the two are never combined into a single
score. Given the codebook (C.2), the register (C.1), and the coding rule, every count in §12.1 and
every mark in C.3 can be independently reproduced or contested at the level of an individual coding
decision.
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